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Introduction

The North Carolina Healthcare Information and Communications Alliance, Inc. (NCHICA) is a nonprofit consortium of over 250 organizations dedicated to improving healthcare in North Carolina by accelerating the adoption of information technology. In preparing this response, we solicited input from our diverse membership that includes: hospitals and clinics; medical practices; professional societies and nonprofit associations; national, state and local health agencies; health plans; law firms; healthcare and IT consulting firms/vendors; health education and training providers; and pharmaceutical, laboratory and research organizations. 

We received responses from organizations that represent the diverse views of major stakeholders in the healthcare industry. Those responses are included below, along with the name and e-mail address of a staff person from each organization who may be contacted for additional information. To find out more about each of the organizations that submitted a response, please see the Appendix. 

In order to reach a consensus among these various stakeholders, NCHICA convened a two-day workshop of those who submitted a response (as well as other interested members). Their “Collaborative Team Response” is included below each major section (General, Management and Operational Considerations, Standards and Policies to Achieve Interoperability, Financial and/or Regulatory Incentives and Legal Considerations and Other). For a list of the workshop participants, please see the Appendix.

General

Collaborative Team Response:

To be effective in improving the health of individuals, the NHIN must deliver the right information in the right way to the right person at the right time. To accomplish this, it must safely and securely interconnect heterogeneous computer systems containing demographic and clinical data stored in diverse formats in disparate databases. Key enablers include standards for all aspects of the NHIN; accurate identification and integration of patients’ records stored in multiple systems; identity and privilege management; and incentives to encourage vendors to build NHIN components and to engender “buy in” from providers, patients, payers and other potential participants. It must also insure that the people using it are authenticated and authorized to access the information. Barriers include the difficulty of defining and enforcing NHIN standards; unresolved legal issues such as access rights to medical data and different state laws that cover the transport of medical data across state lines; and difficulty attracting the health care community to participate in the NHIN due to business and/or financial considerations.

Question #1

The primary impetus for considering a NHIN is to achieve interoperability of health information technologies used in the mainstream delivery of health care in America. Please provide your working definition of a NHIN as completely as possible, particularly as it pertains to the information contained in or used by electronic health Please include key barriers to this interoperability that exist or are envisioned, and key enablers that exist or are envisioned. This description will allow reviewers of your submission to better interpret your responses to subsequent questions in this RFI regarding interoperability.


	

	Internet2 response:

The National Health Information Network should be based on an open architecture that encourages innovation, information exchange and collaboration; assist in overcoming technical and organizational barriers to deploying and using next generation applications and networks throughout the nation including rural areas; and it should assist in the creation and deployment of network technologies and middleware that enable a continuously improving and evolving health network. 

The National Health Information Network can be thought of as a grid or mesh of interconnected health resources throughout the United States. Like the Biomedical Information Resources Network (BIRN), these resources need not be consistent in their internal structures, operations, or data resources. Rather, each needs to be carefully mapped, through middleware resources, to a well defined open architecture that provides the infrastructure for the NHIN. The NHIN must address and improve the ongoing interaction between healthcare, research and education.

Models for the NHIN exist within the advanced networking and computing communities. BIRN and the caBIG (Cancer Biomedical Information Grid) project under development at NIH are examples. While no project of the magnitude of the proposed NHIN has been undertaken, these (and similar) projects have shown the feasibility and difficulties associated with an NHIN concept. 

Organizational and operational barriers are significant as are issues of data representation, vocabularies, identification, security, authentication, authorization, allowable and appropriate uses and auditing requirements. However, significant enablers exist in existing and improving middleware that address security, authorization and role based use. The body of standards available is increasingly comprehensive with examples such as the HL/7 Electronic Health Record and the National Library of Medicine's recent acquisition of the rights to SNOMED.

Ultimately the NHIN should encourage national healthcare services, education and health sciences research collaboration so that companies like GE, IBM, Eli Lilly and small start-up companies are able to deliver their considerable capabilities via high-bandwidth secure links to hospitals and clinics throughout the country. This has the potential of creating a national marketplace for the next generation healthcare services, research and education. 

These requirements drive an advanced network structure that will consist of a highly trusted network integrated with the Internet and sources of middleware that provide services such as the identification of a patient, role based security and privilege management. The middleware envisioned will allow individuals to find and access services and people. Key will be a patient identification service. Local Health Organizations have so far found that they must have a method of correlating patient identity among systems. 

Our vision is for patients anywhere to be able to have high quality care and to promote national scale research collaboration and data resources to accelerate improvements in medical care. 

(Michael McGill, mmcgill@internet2.edu)



	Keane response:

The NHIN would be a super-network of stakeholders such as hospitals, laboratories, private physicians, dentists, other providers, health insurance organizations, other payers, actuaries, federal, state and local health administrators and legislative organizations, enabling easy access to viewing patients’ clinical information across all settings.

Physician interest in obtaining more complete information about their patients; hospitals’ quality improvement initiatives to improve service to referring physicians; double digit health insurance premium increases; shrinking tax revenues and budget shortfalls forcing cuts in Medicaid funding and public health programs; marketplace competition leading to enhanced service improvements; increased threats of bio-terrorism requiring better surveillance mechanisms; increased focus on pay-for-performance and quality reporting are all enablers that exist and shout out for such a proposed NHIN.

Key enablers that are envisioned would arise from the changing face of healthcare, for example, the current migration from acute, episodic, hospital-based care to primary care services delivered in the ambulatory setting, along with the growing emphasis on population management with guidelines-based healthcare to treat chronic conditions, begs for clinical information that crosses organizational medical record silos. 

A key barrier is the cost to hospitals (and other providers). Other barriers include competing IT priorities; limited perceived value to hospitals; Stark issues (stemming from federal guidelines governing the relationship with independent physicians); cultural resistance and inertia against significant change in the way a physician practices; vendor products are immature making selection riskier and implementation more complicated; also, performance standards detailing best practices and outcome expectations are not established yet and the required infrastructure and data/terminology standards necessary for the interoperability of some of these advanced technologies are not yet present.

(Glenn Fields, Glenn_S_Fields@keane.com)



	LabCorp response:

We define the National Health Information Network (“NHIN”) as a nationwide, interoperable, nonproprietary infrastructure consisting of diffusion of product standards into deployed products, privacy and security assurances, and connectivity infrastructure, culminating in the improvement of consumer health and reduction of healthcare costs. Key barriers to interoperability include the current trend toward regional technology silos; the need to develop effective standards for patient identification without compromising privacy; the need to adopt particular technical interoperability standards with implementation guides where applicable; the need for Electronic Health Record (“EHR”) certification standards; the significant burden of additional data storage capacity envisioned; overcoming proprietary interests to facilitate an open, non-proprietary infrastructure; early adopters of HIT who may resist changes which result in obsolescence of their systems; the lack of a governance structure for the NHIN; misaligned economic incentives, lack of capital investment capability among physicians and financial pressures on other healthcare providers, including clinical laboratories; fraud and abuse laws that restrict diffusion of health information technology (“HIT”) to physicians; inconsistent state privacy and security laws; and lack of clarity with respect to data ownership rights. Key enablers to interoperability include the existence of the Internet, ONCHIT, broad use of computer technology, national collaboratives and bipartisan political support for HIT initiatives, and evidence that the lack of interoperability is adversely affecting patient safety, health care quality and the cost of health care.

(Donald Horton, hortond2@labcorp.com)



	Medical Review of North Carolina response:

NHIN working definition: A universally accepted standardized system for the collection, dissemination, protection, monitoring and evaluation of information relevant to health and health care for the purpose of ensuring that the best possible care is delivered to all who need it when it is needed in an efficient, timely and confidential manner. 

Key Barriers: 

· Lack of generally accepted standards for many functions required including data structures, protocols, security, human-computer interfaces, open-system development, hardware and software support.

· The considerable costs associated with the implementation and maintenance of electronic health record systems especially in outpatient settings with limited resources and little technical expertise. The universal implementation of EHRs will be required to realize the full potential of NHIN.

· Lack of incentives for physicians in the outpatient setting to implement EHRs and utilize NHIN systems. 
· The development of appropriate methods to monitor the progress and success of NHIN implementation leading to an implementation plan with established milestones, well-defined measures of success and open reporting of this information to all interested parties.

· Regional and population-level inequalities in access to and utilization of NHIN and electronic systems.
Key Enablers: 

· Health care payers

· Health care provider professional societies

· Health information technology organizations and companies

· Governmental and public organizations committed to health (e.g., QIOs, DHHS, AHRQ, NIH, CDC, etc)

(Ann Lefebvre, alefebvre@ncqio.sdps.org)



	NC Health Information Management Association response:

Working definition: Electronic health information network will provide accessibility to information nationwide to healthcare providers for treatment, payment and healthcare operations with 24/7 accessibility. The record will be directly accessible to the patient in the form of the patient health record. The designated record set as defined in the HIPAA regulations will be used to determine the components of the NHIN. The information on the NHIN will not be directly accessible to payers, researchers, public health authorities and agencies receiving data from required reporting. These groups will have accessibility to data following separate guidelines. 

Barriers:

· Cost

· Correct identification of the patient

· Person identifier needed

· System to maintain, track and ensure accuracy

· Management of the system 

· Agreement on key elements to accurately identify a patient

· Connectivity between disparate systems across healthcare

· Management of the process for patients to exercise rights under HIPAA for example, amendment of the record.

· Blending of data in the electronic environment is inevitable. How to comply with the HIPAA notice of privacy practices regulations must be addressed.

· Storage of massive volumes of data

· Historical data that will not be available in an electronic format

· Agreement on the key components of the electronic health record

· Access management

· User access auditing

· Many systems do not have the functionality to allow access on a need to know basis only. Access is all or none.

· Disparate state laws regarding confidentiality, privacy, etc.

Enablers

· National regulations that facilitate the sharing of information across state lines.

· Middleware type concept for sharing data

· Management of the NHIN by a not for profit.

· Qualified professionals to manage the NHIN 

(Clarice Smith, cmrcps@msj.org)



	Public Health Community response:

NHIN Definition

The NHIN should be an umbrella concept for a set of information exchange services that enable improvements in the health of individuals and of populations in the U.S. The definitions of these services are meant to include technical, legal, administrative, research, public health, business, and regulatory factors and are meant to serve both the health of individuals and of the population. 

Developing and operating these services will be best done by a system of interconnected service providers using open standards. For our purposes in this RFI response, we will describe the NHIN as being made up of RHIOs (the interconnected service providers). Each RHIO will service exchanges among users in its domain (e.g., a patient’s personal health record system, a public health authority, a local physician’s office, a hospital). Each RHIO will also communicate with other RHIOs on a peer-to-peer basis in serving exchanges outside of its domain. The users of these services use it through an EHR system. 

We include PHRs (personal health records) as a specific form of EHR and propose that patient control (a.k.a. ownership) of the process is a key quality required for success. This model also provides a national index of patients (NPTI) whose only purpose is to point to an RHIO that has the patient’s PHR as a client. The PHR contains a history of the exchanges among care providers and others associated with the patient and any additional data that the patient may add. 

Exchanges in support of services may contain individually identified data, deidentifed data, or partially identified data. The data itself must have standardized format and semantics in order to be optimally useful. The systems that engage in exchanges at the user-level must create and accept this data. 

Identification of individual users (e.g., physicians) and individual patients will be needed for many functions. The identification can be done via a collection of enduring (though perhaps not permanent) characteristics of the person (e.g., name plus sex plus zipcode plus birth date . An optional identifier can be part of the identifying collection and can be made available to individuals who are concerned about being confused with other persons. This identifier could also be used to resolve the few synonyms that might emerge from such a system. 

Key barriers to interoperability:

· Fomenting both use of standards on data format and semantics while leaving open the ability for the standards to be altered and have the changes adopted - This demands both the selection and implementation of initial standards and an ongoing set of influences that cause timely adoption of changes to the standards. 

· Creating appropriate level of trust in the currency and correctness of the data - Recipients must trust the currency and correctness of the data; senders must have high quality data collection processes. Liability for acting on incorrect data is an issue that must be managed. Trust will require the use of a data correction service that will communicate changes to data that was previously shared. 

· Creating trust in the availability of the data - If users are to be expected to build their business processes around data exchanges, the NHIN will have to be sufficiently reliable. 

· Creating trust in the confidentiality of the data – Users and individual patients will have to trust that the NHIN will systematically ensure the confidentiality of their health information. 

· Lack of EHRs – Few users have EHRs today. Few individuals have the experience to select, configure and properly use an EHR today. The added complexity of usefully connecting an EHR to an RHIO is one step beyond that. 

Key enablers: 

· Internet – The Internet now has sufficient integrity, availability and confidentiality for the vast majority of users and patients to use for the envisioned services. 

· Standards – The utility level of many standards has reached the point that widespread use is practical and cost efficient. “Service” standards (e.g., Web Service Definitions) are not mature enough yet and would need to be made so in order for widespread adoption to proceed. 

· Patients, industry and government interests in systemic improvements in health care -  These interests are helping to keep attention to this topic. It is not clear whether it will be enough to support the desired changes. 

(David Kirby, dave@kirbyIMC.com)



	Robeson County Medical Society & Lumberton Independent HIN response:

The NHIN should be a tool for use by clinicians, researchers and public health officials. If properly developed it will become an indispensable component of the health care system of the future. In order for the NHIN to achieve this status it must allow clinicians to access relevant and useful data in a timely manner without wasting their time with excessive paperwork.

The NHIN should primarily be a tool for keeping an individual's medical history as complete as possible. This means that every lab, x-ray, office note and result should be indexed and searchable by any clinician with permission to view it. The utility of the system will increase office productivity by relieving the clinician of the burden of searching multiple sites for information. Each clinician will have to decide which components of the history are necessary to view in order to complete his or her duties.

A clinician who sees a new patient should be able to access the NHIN after obtaining appropriate permission from the patient. Upon logging into the system, the clinician will be able to immediately view all medical records for that patient. The clinician will have a template that searches and collects relevant information from the NHIN and organizes and displays it for the clinician. This information will be in the form of database fields that are continuously updated, and scanned records in PDF or other form are available for display. If more information is needed, the clinician will be able to pull it up. Upon completion of the visit, the clinician’s findings will be made accessible to the NHIN. 

The key barrier to creation of the network is the number of people, vendors and organizations involved in creating it. There are too many special interest groups protecting their “turf” and obstructing the progress of the project. Ironically physicians, the group that will be most important in putting the NHIN to use, are least represented in the development process. There is too much talk about including complex functions, where a simple and useful system is needed in the beginning. This is a situation where “perfect is the enemy of good”. If we remember to make this a clinically useful tool that is simple to use, then it will develop itself.

Physician groups such as the A.M.A., state medical and specialty societies are sources of knowledge and ideas that are underutilized. If the government and the end users of the system are working together, then the NHIN will develop. When patients ask for providers to have access to the NHIN, it will pressure providers to join the system. Remember that physicians are still upset about the changes that began about 1995. At that time HCFA made a list of bullets that had to be included in office notes. That change, and the burden that HIPAA created, have left them unwilling to participate in government healthcare programs. The NHIN should be marketed to physicians as the solution to problems created by government intervention.

Physicians will have to change the way they document visits in order to get the most out of the NHIN. Training will be important. Medical schools should develop curriculum covering computers and informatics. If students learn to rely on computerized health records as part of their training, they are more likely to continue in the future. Private industry will see the advantage to promoting NHIN projects. Someone should contact Apple computer and ask them to have medical data stored on I-Pods. The patient could plug in the device when he got to the doctors office and update his medical records. Apple could market songs through doctor’s offices in return.

(Ed Ermini, eermini@carolina.net)

	RTI International response:

A national health information network is the nationwide connectivity of computer systems for the purpose of carrying out the standard and secure exchange of health-related information between approved participants. See Figure 1.
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Figure 1. NHIN Architectural Concept
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Figure 3. NHIN-ready Electronic Health Record Application.

The NHIN infrastructure uses messaging software that carries out standard (HL7) reliable and secure message-passing between participants’ computer systems (Figure 1). This permits the use of the installed base of software, hardware and networks to remain in place and yet be a full participant in the NHIN. Existing high-performance message oriented middleware can be used as the NHIN messaging service.

The new component that is needed is “intelligent connector” software (Figure 2). Connectors function as interfaces and translators, permitting stand-alone computer systems, even hand-held computers and perhaps communication-capable medical devices and networks via gateways, to connect to and participate in the NHIN. The key capability for connectors is the ability to translate information in a multitude of formats and coding schemes to and from the standard HL7-based NHIN information format and scheme. Connector software should be developed to open standards, possibly as part of the Open Source community, but also as part of the private IT sector. IT vendors and in-house IT departments can develop connectors and the “Connector-Local System Interface” software and develop new software such as the Electronic Health Record (EHR) and value-added applications.

A new EHR software package written to NHIN standards could perform all the tasks in Figure 2. Figure 3 is a schematic of such software. The package would contain EHR features plus standard NHII connector features. In this case, the connector translation features would not be needed as the EHR package would “talk” the same language as the NHIN.

Some legacy systems may need to be modified to export data from proprietary data stores and place that data in flat files or some other data store accessible by the connector software and to import NHII delivered data back into legacy data stores. This functionality would be contained in the “Connector-Local System Interface” shown in Figure 2.

The “Authentication - Authorization” and “Metadata” services, although depicted as being on single systems, could be, and possibly should be, distributed across multiple computers at the locales of primary access. The authentication - authorization component authenticates users and authorizes their NHIN privileges based on roles and a tiered permissions structure. The metadata component enables the virtual database concept. It keeps track of what information is available, for whom, where it is, and how to retrieve it.

The NHIN’s overarching goal should be to get the right information in the right format to the right person at the right time in the right way. This goal can be achieved by connecting all producers and consumers of health care information, enabling the interoperability of participating computer systems, enabling the access of physically distributed data as a virtual integrated database, establishing absolute security and reliability of information, providing a low cost to entry and architecting the ability to absorb new technology in a graceful manner. 

In addition to improving access to information about individual patients, we believe there is great value in the concept of the NHIN as a database that can be queried for aggregate data on certain populations. We recognize issues of patient consent and patient confidentiality are pertinent here; however, the potential value is worth the attempt to resolve these issues. Several examples may suggest the potential of the NHIN in this regard:

1. Surveillance Systems. The concept behind surveillance systems that fluctuations in patterns of presenting symptoms, diagnoses, or prescription of certain therapies might signal outbreaks of health problems related to a broad array of vectors including naturally occurring diseases (e.g., avian flu); environmental events (e.g., symptoms of food poisoning); terrorist activities (e.g., smallpox, anthrax); or introduction of new street drugs (e.g., symptoms related to overdose). Aggregate databases developed from the NHIN could be routinely queried to facilitate the identification of such events.

2. Development of Patient Registries. Currently, development of patient registries requires elaborate procedures to recruit providers to identify patients as members of certain groups that are of research interest (e.g, disease registries, exposure registries). Identifying patients who might meet complex criteria and appropriate control groups would be greatly facilitated by enabling query of the NHIN. 

3. Health Care. Currently a number of federally sponsored data programs rely on information that either is or could be abstracted from medical records. The efficiency of collecting data for these projects could be enhanced by access to the NHIN. For example:

· The National Health Interview Survey relies on household interview respondents to identify health problems experienced by U. S. residents; information collected in this survey could be enhanced by accessing electronic medical records of sampled households.

· The National Health Care Survey is a family survey that relies on recruiting health care providers and requesting information from a sample of patients. The government could realize significant efficiencies if these data programs could access a national database of electronic medical records.

· Medical Expenditure Panel Survey currently relies on a household sample to identify health care events and then, in the Medical Provider Component, MEPS collects information about services and costs connected to these episodes. The process could be more efficient if members of the household could be persuaded to grant access to their electronic medical records.

Key barriers to interoperability:
· Existing: Standards: data formats, semantics, coding, transmission, security, privacy and software tools. Much depends on the level of interoperability desired. If data interoperability is the level desired, then the proposed NHIN in Figures 1 is sufficient. If process-to-process interoperability is desired (i.e., a running process on one computer communicating in real time directly with a running process on another computer), then an extension to Figure 1 is required. If process-to-database access is desired (i.e., a process on one computer directly accessing a database on another computer), then an extension to Figure 1 is required.

· Envisioned: Agreement on standards and extensions could be a barrier.

Key enablers to interoperability:

· Existing: Work done by HL7, OMG and medical codes standards work; secure Internet. (Note: standards can be either a “barrier” or an “enabler,” depending upon the speed at which standards are adopted.)

· Envisioned: Federally subsidized incentives to bring all constituencies into the system.

(George Grubbs, ggrubbs@rti.org)



	Telumenous response:

Key Barriers to interoperability:
The healthcare industry in the United States differs dramatically from other industries cited as models of interoperable networking between proprietary entities. Dr. Brailer mentioned the financial industry as an example of competing businesses that run a national network capable of exchanging data quickly, effectively and securely. Unlike the financial industry, the healthcare industry is not dominated by huge companies with deep resources, exchanging information that involves vast sums of money. Even the largest healthcare providers are modest in size compared to banks and insurance companies (including healthcare payers). A substantial amount of the industry’s patient health information is held by private physician practices that lack the financial and technical resources of the smallest of banks. The communication of electronic health records (EHR), although valuable to the individual patient, does not represent a high dollar value, unlike financial transactions between institutions that often are valued in the millions of dollars. It is understandable that banks have worked out the process for moving money between themselves when the cost of “holding dollars” for even a minute has a noticeable impact on their profitability. The typical healthcare provider does not have an equivalent incentive to transmit/receive EHR.

Any model of a NHIN must accept as a constraining barrier the lack of concentration among healthcare entities, the modest resources of the provider community and the slim financial value of the data that healthcare providers will exchange. Therefore, any incremental steps in the development of a NHIN must not demand more than a small investment on the part of healthcare providers so as not to deter the widespread adoption of networking that is vital to the NHIN’s success.


Key Enablers:
The Internet is the only network infrastructure that can support the NHIN. The Internet has a nearly ubiquitous presence within healthcare institutions, down to the individual physician practice level. It resolves communications compatibility issues for the bottom five layers of the OSI reference model and is capable of handling the exchange of data between covered entities from discrete transactions between small clinics to a steady volume of communications between the largest healthcare databases. A major advantage of building the NHIN on the Internet is that covered entities will not have to cost justify an investment in a separate network architecture just to exchange EHR. The incremental costs of supporting access to the NHIN will come in scaling the institutions’ Internet bandwidth to handle increasing volumes of data flow. Given the rapid expansion of Internet traffic within the healthcare industry the additional traffic of NHIN applications should be easily absorbed.

(Craig Chapman, cchapman3@nc.rr.com)



	UNC-Chapel Hill School of Public Health response:

A National Health Information Network presupposes two interrelated set of standards: common definitions about the quality and meaning of data elements used across the variety of systems employed in health care and related activities with a standard messaging layer that supports the movement of data between the above systems to support the public’s health. The common definitions segment should build on the work to date in developing the variety of diagnostic and treatment data standards (HL/7, SNOMED, LOINC, etc.) that provide a base set of nomenclature. The transportation of those data employing data standards can be accomplished by establishing one of the XML technologies for the secure transmission of information between systems. 

The barriers to adoption and spread are generally political as well as developmental. The former set are institutional inhibitions to the adoption of a standard that was developed elsewhere while the latter pertain to the limitations of the existing barriers, e.g. the lack of fully developed standards relating to pediatric patients in the HL/7 schema. The adoption of these data standards by federal agencies involved in supporting the provision of medical services (Medicare, Medicaid and the Veterans Administration) would provide substantial support to the various information technology vendors in the health care industry. A key set of data standards missing in the current set of common definitions relate to quality of care delivered in clinical settings. Adding process data about procedures followed in adherence to best protocols for the delivery of care would pave the way to assist in reducing variations in care and promoting patient safety. 

(David Potenziani, dpotenzi@email.unc.edu)



	 Western NC RHIO response:

Definition of NHIN: shared health and social information including encounter information (such as claims data), CPTs, ICD9s, problem list, medications, allergies, demographics, pharmacy, secure messaging and quality standards. Included components should be based on the best evidence available and expert opinion when evidence is lacking to demonstrate improved outcomes. The federal government should establish standards for interoperability (definitions, storing nomenclature, security, reporting, etc.) Government could establish standard forms/questions so patients do not have to answer the same questions over and over again.

Barriers: Individual hospitals and providers are implementing EHRs at a fairly rapid rate without any coordination. Other barriers include lack of resources (both IT people and money), sustainability support, political issues (proprietary interests), legal barriers to information sharing (both real and perceived) and sensitivity to data sharing (confidentiality concerns). Also it is often difficult to exchange information across state lines (difference in laws). Patient information must be available where they get their care and must cross state lines as easily as patients do.

(Susan Mims, susan.mims@buncombecounty.org)


Question #2

What type of model could be needed to have a NHIN that: allows widely available access to information as it is produced and used across the health care continuum; enables interoperability and clinical health information exchange broadly across most/all HIT solutions; protects patients’ individually-identifiable health information; and allows vendors and other technology partners to be able to use the NHIN in the pursuit of their business objectives? Please include considerations such as roles of various private- and public-sector entities in your response.

	Initiate Systems response:

As described above, the NHIN leverages the clinical storage capability at the individual healthcare-providing facilities. That is, it does not replicate (likely little-used) clinical information in a central repository. From this distributed data storage environment, the physician has access to all information about a given patient through a virtual or federated EHR (that is, the electronic record for the patient is instantiated when requested by the physician or other authorized user). 

Regional patient index

From a data perspective, the regional patient index is the heart of the NHIN. It is the comprehensive index, or "hub," for all medical records in the region. Since we have no common identifier for patients throughout the region, this index is responsible for identifying records that refer to the same patient. The index accomplishes this identification using probabilistic matching applied to demographic data associated with the medical records. This necessitates that the index contain demographic data, again not clinical data, for each record. This portion of the index would function much as a stand-alone EMPI does today within an IDN. When a patient record is added to a facility system, that system sends information to the index through the gateway. This information packet includes:

· The patient-identifying number in the local system

· The demographic information that describes the patient (name, address, phone, DOB, gender, etc.)

· The type of information that is stored in the local system (lab, drug, radiology, diagnosis, etc.)

· The date(s) for the encounter

Only the first two, the local identifier and the patient demographic information, are required.

The index stores this information and employs an identification process to determine if there are any other records for this patient in the index, either from the same facility or from other facilities in the region. This identification process employs probabilistic matching, using a likelihood ratio statistic, to provide the highest accuracy. As a result of this identification, the new record may be linked to existing records for the same patient in the index, established as a new patient, or flagged for review when the statistical evidence is inconclusive. Importantly, the information from the original source system remains unchanged as a result of the identification process, and no new unique identifier is required; that is, the existing records in the index are simply logically linked.

The regional index also processes search requests to locate information on a particular patient. For example, the physician enters demographic information about the patient into a search screen on any device that has Internet access. A message containing these search attributes is transmitted to the index. The index performs a search for the patient, again using a probabilistic matching algorithm, and returns to the physician a list of all records for this patient in the same region or across other regions, including the facility which stores the records, the local identifier(s) for that patient in that facility, whether the record is available electronically from that facility, and optionally, the type of record and date of service. With this information, the physician has the necessary information to request clinical data on the patient. Three key derived requirements for the regional index are real-time search and matching, high availability and accessibility.

In this approach, the regions would communicate directly with other regional indexes to directly search, find and retrieve patient records across regions. Record location information would be coordinated through publish-and-subscribe methods.

In addition to this regionally approach, there may be a desire at some point in time to have a single national index. In this model, each regional patient index would register its patients with the national index, which would automatically link, again based upon a limited set of basic demographic data, records referring to the same patient in the various regions. The access portal would include functionality to request information from other regions. Again, the regions would control the amount of information shared and the method of its retrieval. This national index would not need to store any information that is already in the regional or facility databases; rather, it would contain "pointers" to the specific patient identifier in those other systems, rather than pointing to the actual medical records. Each regional patient index would automatically update the national patient index, if there is one. However, the national index would only track patients, not patient records. This requires that the regional index assemble and send a consolidated view of the patient to the national index. Again, the national index need only contain a set of basic demographic information, not clinical information, on the patient. Loaded with these data, the national index would match and link exactly as does the regional index. 

For a large, urban region, the regional index would manage on the order of 100 million records representing approximately 5 to 10 million unique patients. This is well within the capabilities of modern identity engines employing probabilistic matching and supporting real-time searching. 

Facility-level gateway

The facility-level or local gateway provides the interconnection between the facilities or physician groups and the regional index. It is located on-site at the participating health-delivery locations. As noted above, the gateway functionality will naturally migrate from stand-alone applications to become part of the offering of the HIT vendors.

From a data transfer perspective, the gateway performs two main functions. First, it updates the regional index whenever a new patient is added to the local system or when the demographic information is updated on an existing patient. Owing to the variety of systems and processes, the gateway must be flexible enough to process HL7 messages from existing HIT systems, or import this information from flat-files in the case of small physician groups. 

Second, the gateway processes external requests for clinical information from the access portals described above. Again, due to the variety of systems and practices, the gateway may respond by pulling the information from the local HIT systems, or it may simply trigger an e-mail to a record clerk.

In addition to data transfer, the local gateway is responsible for three administrative functions. First, the gateway implements the local facilities' governance policies. Via configuration, the gateway determines which local sources participate in the regional index (e.g., excluding demographic information on mental health patients) and what clinical information is available electronically.

Second, the gateway states the local data context (formats, units, etc.) for each of its sources of data, and likely performs the translation to the regional data context. (The system should not preclude each region employing a different context. In this case, each region needs to publish this context to the national index and other regions.)

Third, the gateway is the natural place in the NHIN to maintain physician, and other user, access lists. 

Data access portal

Data access portals permit physicians and other authorized users to perform a demographic search of the regional index, view the records available throughout the region for the patient, request clinical information on the patient either electronically or in hardcopy. The portal will display a virtual EHR from the assembled data. The physician could also initiate a search of the national index from this portal as well, where he could request clinical data from other regions as well.

This access functionality could be added to existing HIT systems; however, a thin, web-based client would be preferable to enable more cost-efficient and widespread use for small physician groups, patients and other authorized users who do not have HIT systems. 

National index

The national index is to the regional indexes as the regional indexes are to the local facilities. Namely the national index contains a record for each individual patient known to each regional index and has the ability to link these patients based upon their demographic information. Importantly, the national index does not contain pointers to the medical records stored at the providing facilities. Rather, it only points back to the patient identifier in the local indexes. This means that the national index cannot be used directly to obtain clinical information. Access control remains with the regions.

This two-tier, "bottom-up" approach of integrating medical records at the region level and integrating patients at the national level greatly simplifies the national problem. Instead of being faced with integrating tens of billions of medical records, the national index only needs to integrate a few hundred million patients, again, well within the capabilities of modern matching software.

As previously stated, a national index is not required. Region-to-region interoperability can be accomplished through a model in which individual regions publish their patient list. Other regions can choose to subscribe to these in the event they share the patient. This approach avoids instantiating a national index. That is, each region would have the ability to query every other region directly. Regions would not be required to submit any data up to a higher-level national index. 

Data governance

Americans like to trust their healthcare providers, and they like to distrust their government. Thus the key challenge is to create an infrastructure that permits the sharing of data between providers and at the same time protects against unauthorized use of these data. Key to acceptance of any system is that medical data be ultimately under local control. Thus while the incentive for connectivity may be driven by employers, it must be embraced and controlled by healthcare providers. 

The model above comprehends these issues and others. It leaves fundamental sharing control to the healthcare providers. We believe that the control of the index should be in the hands of the contributing institutions. A consortium of the information providers, who are ultimately responsible for the content of the medical record, should control its aggregation. 

(Lorraine Fernandes, lfernandes@Initiatesystems.com)



	Internet2 response:

The Internet itself provides a model for meeting this goal. The Internet is the classic model of an open architecture success that can support either open source or proprietary applications. This model is proposed for the development of the NHIN. 

An open architecture is one whose specifications are public. This includes officially approved standards as well as privately designed architectures whose specifications are made public by the designers. The opposite of open is closed or proprietary. 

The great advantage of open architectures is that anyone can design add-on products for it. By making the architecture public, however, one allows others to take advantage of the availability of the resource to enhance its utility and create and operate additional resources which may be either openly available or proprietary.

The challenge for the NHIN is to ensure that the open architecture does not diminish the trusted nature of the network. Service quality and security are additional critical factors that drive this architecture. The NHIN must interface with systems of varying trust/security including untrusted systems in order to be useful. We are today seeing, however that if the machines connected to the network cannot be trusted then we cannot trust or rely upon the network itself. Institutional border firewalls, while a necessity, have become largely ineffective due to worms and other malicious software finding their way through the firewalls via apparently trusted services, for example through Virtual Private Network (VPN) connections to infected machines, e-mail, laptops and infected web sites. A solution is to adopt a trust hierarchy with at least four levels of trust:

0 – Anonymous Internet user, untrusted allowed to seek educational information and public directory services

1 – Authenticated users/machines allowed to access individual patient records

2 – Trusted users/machines allowed accessing, creating and changing individual records. Trusted machines should be scanned for current patches, infections and virus protection prior to admission to the network

3 – Trusted services and administrative access – systems and personnel responsible for hosting or administering services and applications require the highest level of trust. May not operate or access untrusted services or applications.

This network structure can operate in a highly secure manner by requiring level 2 and 3 machines within a trusted network with greater security and within which all machines and users must be positively identified, and privileges and services are strictly limited to those needed for authorized uses/services. 

An advanced network has two important advantages. First, current institutional border firewalls make it difficult to reliably provision performance-sensitive applications like videoconferences end-to-end. The h.323 standard, for example, requires several ports open on the firewall and videoconferences also tend to be quite sensitive to jitter, latency and bit loss that can be introduced or aggravated by firewalls and other security devices. Operating the network as a secure overlay provides a good method to avoid these issues. Second, regulations require that electronic protected health information (EPHI) be secured (encrypted) when transmitted across public networks. While encryption programs are readily available today, the methods unfortunately are not standard and usually have to be set up in a pair-wise (user to user) manner, which is expensive and does not scale. One possibility is a secure overlay network, possibly encrypted, that would allow any to any access in a secure manner. 

(Michael McGill, mmcgill@internet2.edu)


	Keane response:

The NHIN’s model would exploit state-of-the-art web technologies and be primarily regionally brokered (with central coordination of regions). It would be a nationwide service, overseen by public-private consortia. 

A set of standards, based on current standards, expanded as necessary for exchanging EHR-based information.

The model would be used to exchange various healthcare information:

· Encounter information for primary care physicians, specialists, and other referring physicians and hospitals: results (lab, radiology, etc.), discharge summaries, formularies, drug-drug interactions, clinical histories, previous encounter information from other providers, etc.

· Reporting

· Disease vs. treatment based information

· Summary and abstracted information

· Health insurance based information

· Pharmacy and drug based information

· Health care IT based EHR information

· Infrastructure (providers – hospitals, laboratories, physicians, clinics, others) based information

· Immunization information

· Emergency health care based information

· Statistical, actuarial, standards and quality information

· Medical and health education and certification based information

· Regional based information

· Financial management based information

· Legal (HIPAA etc.) based information

· Supply chain, logistics, warehousing based information

· Public health 

· Others

(Glenn Fields, Glenn_S_Fields@keane.com)



	LabCorp response:

There are several models from which a NHIN can be designed. Various models for governance, financing and architecture should be considered in varying combinations to arrive at a design which promises to be both effective and politically acceptable. From a governance perspective, we would prefer a NHIN governed by either a private, tax-exempt nonprofit organization, or a public utility. We are concerned that governance by a private, for-profit entity may be subject to anti-competitive tendencies or regional inconsistencies. Our broad definition of the NHIN argues for public or private nonprofit governance with broad stakeholder representation. The federal government’s role should be to develop a strategic plan for the NHIN, mandate specific interoperability standards, and help coordinate public and private activities supporting the NHIN. Regional Health Information Organizations (“RHIOs”) should be among the stakeholders represented within the entity governing the NHIN and should serve as conveners, provide outreach, education and contract administration, and should help execute and implement the NHIN strategic plan in accordance with established national standards and implementation guides. The financial models are closely tied to the governance models. The development and operation of the NHIN should be funded primarily by those who stand to benefit most from it – public and private payers. While those who primarily fund the NHIN should have a significant role in its governance, they should not govern it to the exclusion of other stakeholders, which we fear could occur under a private, for-profit arrangement. The architecture of the NHIN must be Internet-based, but there are several options from which to choose with respect to whether the data is centralized or decentralized and whether the data is “pushed” or “pulled”. Each of these options has its own benefits and drawbacks; none of them are unacceptable, but one must be chosen for national implementation. Each of these architecture models raises different privacy issues, but we believe they can be resolved regardless of which model is chosen. Vendors will be necessary to implement the NHIN and they will continue to derive opportunities to pursue their business interests through standards-based products that permit, or enhance, participation in the NHIN.

(Donald Horton, hortond2@labcorp.com)



	Medical Review of North Carolina response:

The NHIN could function in a similar capacity as QualityNet Exchange used for communications between Medicare Quality Improvement Organizations (QIO) and the provider communities. QualityNet Exchange provides secure, interactive applications for the exchange and input of privacy data between healthcare providers and the Quality Improvement Organization responsible for their state. Healthcare providers participating in this program have the capability to receive immediate data feedback, featuring comparisons to regional and national norms, as well as predetermined benchmarks. 

Security is ensured through two layers of advanced data encryption technology. The first layer utilizes TecSec's Constructive Key Management® (CKM) to scramble data on a user's computer prior to transmission. The second layer uses industry standard Public Key Infrastructure (PKI) technology to encrypt the transmission to the QualityNet Exchange servers. QualityNet Exchange has incorporated this technology seamlessly into the application resulting in a simple, user-friendly interface. Access to QualityNet Exchange requires the use of a digital certificate and user token (a password protected file with user credentials embedded).

(Ann Lefebvre, alefebvre@ncqio.sdps.org)



	Public Health Community response:

The principles for data availability must focus on balancing the interests of individuals with the interests of the public. Data availability for public health and research purposes are key examples of public interests. A model that (conceptually at least) delivers data from a creator (e.g., physician) to a patient’s PHR along with any routing instructions for the data (e.g., to a hospital) is one way to support the interests of individuals in both deciding who gets their data and monitoring who gets their data. This approach would also somewhat simplify the interfacing problems since every provider’s interface is only to a standard PHR interface, not to a wide range of other EHR types. 

When public interests dominate (e.g., reporting of an STD to a public health authority), the PHR delivery approach can still be used with the delivery to the public health authority being forced. This approach would create a record of the disclosure that would both inform the patient and relieve the care provider of the need to manage a complex disclosure accounting process (as required under HIPAA). 

Standardizing atomic data, standardizing exchange protocols and creating a standards changing process that is open and fair will set the stage for innovators to both have a stable base on which to build products and businesses without creating a form of standards stagnation that will inhibit the production of useful products and services. 

When functions in one user’s system are needed to support functions provided by others, a set of influences must prevail to cause users to select and deploy these functions. For example, a public health reporting module should be a part of every EHR. Causing EHR vendors to create these modules and physicians to adopt them and use them is imperative. Depending on the function involved, the influences needed may differ. Among the most common influencers are:

1) Open source modules that plug into proprietary EHRs. For example, these modules could be developed by the public health community to support public health. 

2) Education of practitioners – on how to best select and use their EHRs. This type of education would best be done by a mixture of vendors, AHECs, private consultants and QIOs. In the case of the public health example, this is all that is likely needed since reporting in this way would be easier for the reporter. 

3) Economic incentives – where use of a function to report an activity would be rewarded. The current “pat for performance” ideas are a key example of this. 

Smooth integration of data exchanges would allow for useful functions to exist where, now, the communication “friction” is too high. For example, public health entities could provide feedback to local physicians about emerging communicable disease trends in a way that would “fit” into the physician’s day. Monitoring of emerging syndromes could become easier if the physician’s EHR was provided with the latest indicators and his/her patients were automatically compared with these indicators. 

The NHIN, like the Public Health Information Network (PHIN), should be defined based on an on-going process that supports evolution through the adoption of new requirements and implementation of technological advancements as they become available. The PHIN is following an established process that, in many ways, has direct relevance to the NHIN:  

1. The initial step in the process is to define the functional requirements that must be supported.  In PHIN this is done collaboratively with public health stakeholders and serves to establish what must be supported as an essential step before determining how it must be supported. Examples of these system needs can be found in the PHIN Preparedness Requirements at www.cdc.gov/phin.

2. The next step is to identify relevant industry standards. The standards allow public health to interoperate within itself at the federal, state and local levels and with clinical care in a safe, secure manner that preserves the long tradition of patient data protection.  The first set of standards designated by the Comprehensive Health Informatics (CHI) Initiative noted many of those used by PHIN and illustrates the broad acceptance of these standards.

3. Identification of industry standards is followed by the development of compatible specifications that are concrete enough to provide explicit direction for implementation. In PHIN substantial work has gone into developing industry standard specifications for some of the data exchange messages, vocabularies and technologies that NHIN will need to consider. Some of these are listed below:

· Industry Standard Messaging Specifications: Health Level 7 (HL7) implementation guides for diseases case reports, lab tests and lab results, and for the exchange of certain clinical care data with public health. Public health specific messages are based on HL7 version 3 and messages for the exchange of lab/clinical care data with public health are based on HL7 version 2 messaging standards.

· Industry Standard Vocabularies for messages and data models: Logical Observation Identifier Names and Codes (LOINC), Systematized Nomenclature of Medicine (SNOMED), ICD-10 for mortality, ICD-9CM for morbidity, and HL7 Vocabularies distributed through our PHIN Vocabulary Services (PHIN VS).

· Secure, Bi-directional Automated Exchange of Data Over the Internet: ebXML (built on Simple Object Access Protocol [SOAP] web services), Hypertext Transfer Protocol (HTTP), Public Key Infrastructure (PKI). This is implementable with any software, but is made available to our partners through the PHIN Messaging System (PHIN MS).

· Strong Security: Used for authentication, digital signature and encryption of data/information using PKI, a part of the e-Gov E-Authentication initiative. Data is transmitted using Secure Sockets Layer (SSL) over our Secure Data Network. Currently CDC has issued over 4,700 certificates nationally to use this system.

· Directories of Public Health and Clinical Personnel: Used to identify people, roles, and contact information for public health participants and supports exchanges among partners based on Lightweight Access Directory Protocol’s (LDAP) Directory Service Markup Language (DSML).

· Alerts and Notifications for Public Health and Clinical Personnel: Used to send alerts and notifications to specific roles and appropriate public health participants; is being developed around the Common Alerting Protocol.

· Information Presentation and Knowledge Management: Metadata for organizing public health information for searches and presentation on the Internet and by other means such as alerts. Standards used include Medical Subject Headings (MESH), ISO-11179, Dublin Core, LOINC, SNOMED, ICD-9CM, expressed though the Public Health Thesaurus extension of the NLM Metathesaurus. 

4. Not all stakeholders will immediately have systems that support the requirements or the standards, and therefore software solutions are made available via PHIN that can be used to fill specific needs. These solutions range from complete applications to components modules that perform discrete tasks, such as the PHIN messaging system (PHIN MS) or PHIN Vocabulary Access and Distribution System (PHIN VADS). 

5. The final step is to certify stakeholder capabilities based on the functions and specifications.  Certification tools are provided to support self-assessment against functional requirements and validation of electronic data messages.  Self-assessment is followed by formal certification delivered by an external certification team.

The PHIN is widely used to transmit public health information used for event detection and routine surveillance information:

· 40 million patient records sent in HL7 format from DoD to public health (BioSense), > 30 million records sent in HL7 format from VA to public health (BioSense)

· Over 100,000 HL7 standard public health lab results from 18 Laboratory Response Network (LRN) facilities

· >16,000 HL7 standard, clinical lab notifiable disease results sent to 15 states

· Reduction in communicable disease reporting time from ~30 days to 1-2 days (NEDSS base system use of electronic lab reporting data)

Like PHIN, the NHIN will require the use of industry standards expressed through highly specific implementation guidance at many levels, including (but not limited to) messages (both internal - the message and external - the envelope), directories for routing of information and individual role management of health professionals, connectivity, authentication, encryption and terminologies expressed as specific code or value sets. We also note that the NHIN is a bidirectional system and will require standards for both senders and receivers of information. The use cases for the NHIN will require that it be a secure, “24/7” network capable of reliably handling large volumes of data. 

As a priority, the NHIN can help support the PHIN Preparedness functions of Early Event Detection, Outbreak Management, Connecting Laboratory Systems, Partner Communications and Alerting, and Countermeasure and Response Administration. The specific requirements, standards and specifications for these activities are documented at www.cdc.gov/phin. 

(David Kirby, dave@kirbyIMC.com)



	Robeson County Medical Society & Lumberton Independent HIN response:

It cannot be stressed enough how important it is to develop and decide on a set of standards for everyone to use. Taking the analogy of the railroad system, the government must announce what gauge track is to be used, but let individual companies decide how to build stronger and faster locomotives. One suggestion is to break the data into static and dynamic portions. Static portions would be information not likely to change, such as op-notes and clinic encounter records. These should be stored in a compact form such as PDF or scanned images. They can be linked to the NHIN and be recalled as needed. Dynamic information would be an index that was constantly updated. An example would be drug allergy and medication lists, PMH and surgical histories, and any information that might change rapidly. Backing up the dynamic data would be the static data. An example of how this could work is a surgical history list that presents all surgery in compact form for review. A hyperlink would be created between the list and the stored op notes in static form. X-rays and labs could also be stored in this manner. Private sector entities would have the ability to develop plug-ins to accelerate the performance of the data acquisition and retrieval.

(Ed Ermini, eermini@carolina.net)



	RTI International response:

a. Allows widely available access to information as it is produced and used across the health care continuum. 
(1) This could be the least cost and easiest technical solution, but probably infeasible due to patient confidentiality and data ownership concerns: A central system with an integrated database containing secured information coming in from information providers. This model would have “subscribe” and “publish” features and a unique ID for all participants, including patients and providers. (2) A feasible solution, perhaps the best feasible solution is shown in Figures 1, 2 and 3 in RTI’s response to question 1 above. This allows local health information exchange consortia, e.g., RHIOs and other private consortia, and also individuals and organizations, to participate in the NHIN. These constituencies could join the NHIN when they become technically enabled. The technical enablers are software connectors that provide connectivity to the NHIN infrastructure, which is a virtual network for exchanging standard messages (HL7), and a metadata system that enables data connectivity and integration. The connectors provide messaging capability and translation of information from the constituent’s system to the NHIN standard and vice-versa. Technical enablement also encompassing training to install, operate and maintain local systems that participate in the NHIN.

b Enables interoperability and clinical health information exchange broadly across most/all HIT solutions. 
The key is standards for data coding, semantics, formats and messages, and the software connectors shown in Figures 1 and 2 under the RTI response for question 1 and described in “2 a.” above.

c Protects patients’ individually identifiable health information

Allow access by only those entities explicitly approved by individual patients. This can be implemented with a trusted third-party like VeriSign and digital signatures. See Figure 1 in RTI’s response to question 1, “Authentication-Authorization Server(s).” This component authenticates users and authorizes their NHIN privileges. 

d. Allows vendors and other technology partners to be able to use the NHIN in the pursuit of their business objectives. 
Vendors and other technology partners would build NHIN components, especially the connectors, connector-local system interfaces and value-added applications.

e. What are the roles of various private sector and public sector entities? 

i. Private sector entities: Their role is to provide NHIN enablers: hardware, software, network components, databases and consulting.

ii. Public sector entities: Their role is to provide oversight and governance, technical support and funds for entry-level NHIN participation.

(George Grubbs, ggrubbs@rti.org)



	Telumenous response:

What type of model…allows widely available access to health information as it is produced and used across the health care continuum?

Instead of viewing the NHIN as a new infrastructure, the healthcare industry should look at the NHIN as a specialized set of Internet tools, protocols and utilities that can submit an Internet search for a patient’s EHR, respond to the request, authenticate the parties, gain approval for the exchange through the patient’s agent and negotiate the transfer of information. The communications must be system-to-system since no healthcare provider will want to pay staff to make patient information available to other providers. This implies that dissimilar information systems be capable of communicating a commonly understood set of data about a patient. The standards for the NHIN must be open, although vendors can develop their own proprietary links to the open standards to allow interaction with their systems. The Internet has a proven track record for drafting and adopting standards for network applications and utilities through its Request For Comments (RFC) process that sets an example of how NHIN applications could be developed. These utilities will require the involvement of telecom companies that have a traditional role in the development of the Internet to resolve issues of how NHIN entities can locate one another and establish sessions through their respective security apparatus. In addition, healthcare information systems vendors need to develop application layer protocols to establish patient identity and a common set of patient data that can be exchanged. The NHIN can deliver meaningful and beneficial data between covered entities without waiting for the adoption of a universal electronic health record. 

What type of model…protects patients’ individually identifiable information?

To permit disparate information systems to exchange patient information the NHIN must have a utility to negotiate permission for the release of patient information held by one system to a requesting provider’s system. An automated procedure is needed in order to attain widespread and rapid information exchange of patient information without overwhelming providers and patients with a barrage of emails, letters and faxes. 

A permissions utility could be built to negotiate the requests according to a set of pre-arranged rules approved by the granting authority. The most logical authority for approving what patient information can be released and to whom is the patient him/herself. A tool is needed to create a patient software agent within the provider’s information system that can establish patient specific rules for releasing information from the patient’s EHR. Restrictions could be imposed according to the dates of previous encounters, pre-designation of certain requesting providers, receipt of a patient authorized passcode from the requestor, or “not without contacting me”. The best time to gather the set of rules the patient wishes to set is at the time the EHR is first created by the provider, usually the patient’s first encounter or when the provider adopts an information system that creates an EHR. If the patient has email, the permissions agent could be programmed to forward the request and wait for the patient’s reply, otherwise the provider may have to resort to manual methods of notifying the patient about incoming requests for their EHR.

What type of model…allows vendors and other technology partners to be able to use the NHIN in the pursuit of their business objectives?

To achieve interoperable communications between disparate entities healthcare information systems vendors must build application layer interfaces and/or utilities to convert their proprietary EHR to either an industry standard format or to a format that other proprietary systems can translate. If these vendors develop the tools that enable their proprietary systems to communicate/interoperate with other vendors’ systems they will be rewarded through the increased value their proprietary information systems offer healthcare providers. Payback will come in the improved marketability of their services and the higher prices they can command. The NHIN must depend on market demand for interoperable features to stimulate standards work by information systems vendors.

(Craig Chapman, cchapman3@nc.rr.com)



	 Western NC RHIO response:

Model to facilitate interoperability: Government and states need to clear the legal and regulatory hurdles (e.g., like Federal Reserve did with the banking industry). Federal agencies need to form a governing board (parenting board). CMS could set those standards and tie participation to funding/reimbursements. Possibly give federal money to states who could use it to develop EHRs or distribute within the state (e.g., CDC Surveillance System to NCHES). The feds could define the basic information that will be shared and set the standards for sharing. The basic package could be developed as open source software to assure it is affordable and can be used by all providers. Vendors would have to conform to industry standards and could provide enhancements (the bells and whistles). An example is ePocractes PDA software. They make the basic program available for free and charge for the upgraded program. 

Another idea that could help promote easy access to patient data is creating a card, like the banking industry. This could be some sort of identifying card/device that can be transported with the patient and can be accessed at multiple locations. 

(Susan Mims, susan.mims@buncombecounty.org)




Question #3

What aspects of a NHIN could be national in scope (i.e., centralized commonality or controlled at the national level), versus those that are local or regional in scope (i.e., decentralized commonality or controlled at the regional level)? Please describe the roles of entities at those levels. (Note: “national” and “regional” are not meant to imply federal or local governments in this context.) 

	Initiate Systems response:

Individual and physician acceptance of the NHIN requires local and regional control. Indeed, in terms of patient benefit, integrating data locally achieves the majority. However, there are several items that could be addressed at a national level. These are:

· Physician authentication – Especially as it relates to a national provider identifier

· Region-to-region exchange regulations – Reconciling the differences in region/state privacy laws

· Standards – Including data context interchange management, as well as message formats and encryption standards

(Lorraine Fernandes, lfernandes@Initiatesystems.com)



	Internet2 response:

The NHIN is envisioned as a GRID or MESH environment. Each node or resource on the GRID is a Regional or Local Health Information Organization (RHIO or LHIO). It is understood that healthcare requirements and practice differ by location; thus, it is unreasonable to expect that the organization models or the specifications will be the same between locations. Rather, the interactions and the transfer of information that occurs between locations must be understood. Thus, the roles of the RHIOs and LHIOs are to design, implement and operate inter-institutional systems that are appropriate to their specific environment. The RHIOs and LHIOs must in turn meet the requirements of the NHIN for at least the ability to identify, locate and move required information in a secure and appropriate manner. 

The RHIOs and LHIOs can only accomplish this with the leadership and tools required to ensure that the inter-organizational sharing of information and resources can be successful. We believe this can be best accomplished by the development of an open and freely available NHIN architecture, an agreement upon a minimal set of standards, and an identified and freely available catalog of middleware resources to enable appropriate access to the NHIN. 

This will lead to the development of a toolkit for the LHIOs and RHIOs that will be used to ensure ease of development and compatibility with the NHIN. Initially at least, the toolkit will be dynamic and must be minimally disruptive to a LHIO’s or RHIO’s operating environment as will be the case with the use of middleware.

(Michael McGill, mmcgill@internet2.edu)



	Keane response:

National aspects of NHIN could include standards. Regionally controlled aspects could be providing a common (unified) index of patients, advocacy of the use of EHR and NHIN, regional administration, and providing services requisite to bringing healthcare entities onto the network (interfaces, indexing, etc.).

(Glenn Fields, Glenn_S_Fields@keane.com)



	LabCorp response:

Technical aspects of the NHIN must be developed and operated nationally to avoid regional inconsistency. RHIOs can play a role in the implementation of national technological standards and the national strategy for the NHIN provided that the implementation and execution is uniformly applied from region to region. Regional variation would defeat national interoperability goals. The current trend toward regional technology silos must be curtailed if national interoperability is to be achieved. Further, inconsistent state privacy and security laws should be conformed to the national HIPAA privacy and security standards. Regionally, RHIOs can help health care providers, payers and vendors within their regions participate in the NHIN by disseminating information, providing technical support and administering the contracts necessary to participate.

(Donald Horton, hortond2@labcorp.com)



	NC Health Information Management Association response:

· Immunizations

· Medications

· Allergies/drug interactions

· Problem lists

(Clarice Smith, cmrcps@msj.org)



	Public Health Community response:

Dealing successfully with large public health challenges, such as biological, nuclear and chemical disasters, will require a quick ability to synthesize information across regions (i.e., RHIO domains). The typical such disaster would focus on a few contiguous regions, but with the ability of people and products to move anywhere in the nation in a short time frame, all regions would have some interest in most disasters. Completing the communication loop from public health authorities to first responders and others in health care will require a national approach. 

Having this function would imply that communications links exist between health care providers and public health authorities that facilitated the identification of affected individuals. The PHR-centric model would be a great aid in this process since all relevant patient information for a given patient would be “together” in one logical place. Managing privacy issues could focus on creating a log of the access for the patient in the PHR without delaying the access needed for public health purposes.

The NHIN can support the health of the public in many ways. The public’s health will depend on some functions and capabilities for prevention, detection, analysis and response that will exist inside NHIN systems such as EHRs and PHRs and will be essential to promoting improved health outcomes. NHIN must also enable the systems to support public health functions that have presence inside of, and outside of, clinical care sites including disease surveillance and monitoring, investigation and management of outbreaks, emergency response and containment, implementation and improvement of prevention programs, vital statistics and disease registries, information dissemination and knowledge management to support training and promote health practices, and bi-directional alerts and communications. The NHIN must be able to support seamless interoperability across the broad range of public health functions regardless of whether they exist within the health care environment or exist in health departments and other partners external to NHIN such as environmental protection agencies and law enforcement. Protecting the public’s health also increasingly involves working across international boundaries, and the development of these networks needs to plan to interact with data networks that are not now even being considered.

Public health can serve as convener and facilitator in the definition and execution of the NHIN.  Public health operates at the state, local and federal levels which provides for a broad perspective on health requirements and allows existing relationships with stakeholders to be leveraged.  Health departments interact with all of the clinical participants in a jurisdiction and represent a trusted partner. Public health also has existing systems that relate closely to likely NHIN functions like registries and vital records systems. Even in the first RHIO grants, public health has already played a prominent, convening role in bringing together divergent players inside of jurisdictions.

(David Kirby, dave@kirbyIMC.com)



	Medical Review of North Carolina response:

Activities that are best performed at the national level include setting standards and goals, assigning and monitoring regional responsibilities, shaping federal policy and legislation, and coordination and negotiation with corporate entities that are national in scope. Another national responsibility could include the development and support of incentives to insure adoption of NHIN at the regional level. Aspects regional in scope could be the identification of local entities for participation in NHIN and the coordination with these entities in the development of the NHIN infrastructure. Other regional activities could include the acquisition and support of hardware and software components of the infrastructure, their day-to-day operation, and the provision of technical support to regional NHIN users. 

(Ann Lefebvre, alefebvre@ncqio.sdps.org)



	Robeson County Medical Society & Lumberton Independent HIN response:

The patient index should be developed as a national resource, so that all records would be available nationally. For the purpose of good data backup, the national index would need to be divided into regional databases that stored all records.

The actual data and records should be kept in regional and even local servers linked to the NHIN.

(Ed Ermini, eermini@carolina.net)

	RTI International response:

What aspects of a NHIN could be: 

National in scope (geographical, not political), that is, a centralized commonality or controlled at the national level: See Figure 1 in RTI’s response to question 1. The NHIN would be a virtual network made up of a multitude of other networks, computers and databases. The NHIN would not be a separate physical entity, but would consist of the virtual network plus messaging and connector software, authentication – authorization services and data location-retrieval-integration services.

What is the role of entities at the national level? Their role is to provide oversight and governance, technical support, and funds for infrastructure and entry-level NHIN participation. 

Local or regional in scope, that is, decentralized commonality or controlled at the regional level? 
See Figures 1, 2 and 3 in RTI’s response to question 1 above. This allows local health information exchange consortia, e.g., RHIOs and other private consortia (e.g., NSPs – NHIN Service Providers), and also individuals and organizations, to participate in the NHIN. These constituencies could join the NHIN when they become technically enabled. The technical enablers are software connectors that provide connectivity to the NHIN infrastructure, appropriate training to install, operate and maintain local systems that participate in the NHIN, and training for a new work flow that centers around EHRs and the NHIN.

What is the role of entities at the regional level? 
Their role would be oversight, governance, and technical support at the local level, and managerial interfacing with national constituencies.

(George Grubbs, ggrubbs@rti.org)



	UNC-Chapel Hill School of Public Health response:

A basic organizing principle is to start with the individual patient and the unit of consideration. Data about that person in the health care system begins with their identity and medical history, branching out to include encounter data with the delivery of services to that patient. All data pursuant to that individual’s involvement with the system must serve that individual’s interests. To that end, thinking from that point allows for a natural progression through a series of steps to add new layers of consideration that incorporate systems of care that build out from the individual patient. Typically, patients are served in primary care settings often consisting of private or governmental clinical settings where patient records form the first layer of formal data contained in a clinical data system. Many encounters by the patient in the health care system play out at the practice level, but often involve larger systems of care delivery in hospitals and even larger medical centers. Each step up the ladder of size introduces new layers of complexity to accommodate the requirements of care, but also the need for more complex systems of payment and support. 

The relationships in terms of data usage and portability between these layers are not well developed in general and have provided opportunities for regional health information organizations (RHIO). Unfortunately, those initiatives have not moved much beyond a few instances. The systemic data coordination and messaging standards could be applied in a sub-state level by organizing RHIOs around the medical centers. In North Carolina, the five major medical centers (UNC, Duke, Carolinas, Wake Forest, and ECU) could form the basis of a major set of hubs that could organize data exchanges with the clinical practices that feed them patients as well as provide a variety of outpatient services that follow major medical procedures. Each hub can provide an organizing context for applying emergent standards for data exchange and provide a method of stair-stepping our way to a comprehensive national system. Such an approach would also provide a way to bridge the distance between the individual clinical practice and the statewide health care organizations that provide for Medicaid and Medicare services as well as the major private payers such as BlueCross/BlueShield of North Carolina and the state health plan. 

(David Potenziani, dpotenzi@email.unc.edu)



	 Western NC RHIO response:

The standards and definition of the basic system need to come from the federal level to assure national interoperability. 

(Susan Mims, susan.mims@buncombecounty.org)




Organizational and Business Framework 

Collaborative Team Response:

The framework required to develop, set policies and standards for, operate and adopt a NHIN should be anchored by a private, nonprofit national NHIN governing council designed to ensure broad and equitable representation of all interested stakeholders, including consumers, health care providers, payers, employers, technology vendors, Standards Development Organizations (SDOs), Regional Health Information Organizations (RHIOs), and federal and state governments. The role of RHIOs needs to be more clearly defined, but characteristics that should be shared by RHIOs and the national NHIN governing entity should include credibility, neutrality and expertise, and both should have convening and implementation roles. Implementation should be accomplished through contractual relationships. 

Funding models for development and operation of the NHIN must involve shared investment between the public and private sectors. Generally, costs should be borne in proportion to the economic benefit received, but the federal government needs to provide seed funding to ensure the NHIN’s and RHIOs’ initial success. Adoption and use of the NHIN can be accelerated through financial incentives and successful demonstration projects.

Important considerations for operation of the NHIN include the need for ongoing technical support, flexibility to address evolving technology, and enforcement mechanisms to ensure adherence to national policies and standards supporting an open, nonproprietary, interoperable infrastructure. Privacy and security challenges raised by the NHIN include patient identification standards, access controls, and inconsistencies between federal and state privacy and security laws. 

Question #4

What type of framework could be needed to develop, set policies and standards for, operate, and adopt a NHIN? Please describe the kinds of entities and stakeholders that could compose the framework and address the following components: 

a. How could a NHIN be developed? What could be key considerations in constructing a NHIN? What could be a feasible model for accomplishing its construction?

b. How could policies and standards be set for the development, use and operation of a NHIN?

c. How could the adoption and use of the NHIN be accelerated for the mainstream delivery of care? 

d. How could the NHIN be operated? What are key considerations in operating a NHIN?

	Internet2 response:

a. The NHIN and the RHIOs and LHIOs will require investment and / or significant incentives initially. The model of the Internet which was funded as NSFnet and moved to commercial resources once it was proven as a financially viable concept is equally valid for the NHIN. The NHIN will require proof of concept activities which show (1) that it is feasible, (2) that it brings benefit to both the healthcare providers and the public, (3) that there is a significant marketplace that will result from the NHIN, and (4) that the government, public and commercial organizations are not compromised by the existence of the NHIN, RHIOs, or LHIOs.

b. The Internet Engineering Task Force (IETF) became a reasonably nimble, relatively conflict free, and a very effective means of establishing policies and standards for the Internet. During its emerging years the IETF was a very effective and objective force for the development, use and operation of the Internet and may be an excellent model for the NHIN.

c. Acceleration in the adoption of the NHIN will come from the benefits that are perceived by the users of the NHIN. A more narrowly defined NHIN of obvious (perceived or real) benefit to its users will be more quickly adopted than a more comprehensive but less beneficial environment.

d. Using the Internet or BIRN as an operational model for a future NHIN the environment will require at least an operations center that includes but is not limited to a network operations center. This could be modeled after the recent agreement with NORC as a coordination center or Internet2’s network operations center at Indiana University. The NHIN should not, in our opinion, strive to build a NHIN staff. Development activities such as middleware resources or advances in standards are best achieved through a grants and contracts program that is both competitive and open. Any development undertaken by the government must remain open and available for re-use.

(Michael McGill, mmcgill@internet2.edu)

	Keane response:

a. Two primary alternatives exist:

1.
In order to avoid future compatibility and interoperability issues, the NHIN could be developed on a national level under direction from ONE single body, ideally, a mixed public-private consortia.

2.
In order to implement useful services as quickly as possible, develop the NHIN via regional implementations, under the auspices of a RHIO. Since healthcare is primarily practiced locally (and then regionally), in order to avoid future compatibility and interoperability issues, national standards and regional interoperability would be required at the national level. 

b. Utilize existing Standards Development Organizations. Use RHIO members participating in these forums to advocate the extension of existing standards, as required.

c. The adoption and use of the NHIN should be encouraged via a “carrot and stick approach” of incentives and mandates. It is necessary to obtain significant participation in order to achieve the new vision for health care through the use of IT as enumerated by President Bush and other senior policy makers.

d. The overall NHIN could be operated by nonprofit oversight organization. RHIOs, comprised of either for-profits or nonprofits, could be responsible for the continuous operation and maintenance of the NHIN, as well as incorporation of new functions and requirements and software and hardware upgrades, as time and technology dictate.

(Glenn Fields, Glenn_S_Fields@keane.com)



	LabCorp response:

The entities and stakeholders that could compose the framework needed to develop, set policies and standards for, operate, and adopt a NHIN include a national governance entity (either a tax-exempt nonprofit organization or a public utility, that would include broad representation of all interested stakeholders); federal and state governments and relevant agencies therein; Standards Development Organizations (SDOs); RHIOs; public and private payers; major employers; health care providers (including clinical laboratories); technology vendors; and consumers. Development of the NHIN should begin with development of a strategic plan for the NHIN by the federal government, based on patterns of consensus established through the response to this RFI and other feedback to the Framework for Strategic Action. The strategic plan should describe in general terms the architectural design of the NHIN, the purposes for which it is to be used, the general principles by which it is to be governed and financed, milestones, and a timeline for completion of the design, building, testing, and deployment phases. The federal government should then issue a proposal to contract with a tax-exempt, nonprofit organization or create a public utility to develop, operate and govern the NHIN. The governing entity must be structured to provide equitable representation for all interested stakeholders. The governing entity should contract with SDOs to produce interoperability standards and implementation guides, which the federal government would then mandate after ANSI certification and thorough review and comment by the public, and contract with technology vendor organizations to develop connectivity solutions using those standards to implement the NHIN. RHIOs would work with the technology vendors and the stakeholders within their regions to implement the NHIN, administer the necessary contracts, and provide ongoing technical support. The governing entity should be responsible for promulgation of policies and standards for the development, use and operation of the NHIN not inconsistent with the strategic plan and interoperability standards set by the federal government, especially with respect to access to the NHIN and its data. Adoption and use of the NHIN can be accelerated for the mainstream delivery of care through successful, limited demonstration projects and through financial incentives. Key considerations in operating a NHIN include recognition of the need for ongoing technical support and the need to adapt to evolving technologies, as well as the need for enforcement mechanisms to ensure adherence to policies, standards and procedures.

(Donald Horton, hortond2@labcorp.com)



	Public Health Community response:

The development of policies and standards related to data exchange needs to be done by a public nonprofit organization developed for these purposes. The group needs to include clinician organizations, payers, public health authorities, medical researchers, payers, IT vendors, existing SDOs with an interest in this area, patient advocates, malpractice insurers, major employers, and government. An early task for this group would be to create a model for RHIOs that includes how RHIOs communicate among themselves and with users (i.e., which exchange services they will support) and minimal operations and structure standards for RHIOs and users. Within these minimal technical, administrative, and organizational structure standards, RHIOs could be built in parallel across the US. 

Adoption of the use of the NHIN can be accelerated by a combination of enabling steps and incentives. The key enabling steps are: RHIO definition (above), development of EHR functions to support NHIN usage, and training on effective use of EHRs and the NHIN for users of all types. These enabling steps would likely have to be underwritten by grants and contracts from government, private philanthropic organizations, and industry. 

Likely early incentives include: 1) Usage of data exchange functions rewarded through payment (e.g., as part of a reporting in a pay-for-performance plan. 2) Usage rewarded through lower internal labor costs (e.g., use of public health reporting module vs. existing paper-based system. 3) Usage rewarded through lowering of other costs (e.g., malpractice insurance). 4) Usage rewarded through quality improvement and patient safety aids (e.g., public health delivering emerging syndrome information through the NHIN to the EHR). 

The NHIN operations should be handled by the RHIOs with a national public group responsible for adjustments of the standards under which RHIOs operate. The NHIN operations group would be the same parties as set the original standards mentioned above. Some of the funds from usage of the NHIN would have to directed to the RHIOs to support their continuance. 

(David Kirby, dave@kirbyIMC.com)



	Robeson County Medical Society & Lumberton Independent HIN response:

The government must set the standards and construct the index. Nothing will happen except arguing between vendors and agencies if they do not. JUST DO IT! Stop worrying about pleasing every vendor and just make the system. Everyone else will fall into line.

(Ed Ermini, eermini@carolina.net)



	RTI International response:

A national NHIN governing board is needed with voting representatives from all constituencies participating in the NHIN. DHHS and ONCHIT should provide overall leadership, but the annual chair should rotate among representatives. This board will set NHIN standards, operation policy, and implementation strategy, and will hear and resolve constituent grievances. The board would be supported by an array of expert groups for technical, legal, political, and business guidance. The World Wide Web’s “W3C Consortium” should be studied to see if the NHIN Governance Board could be modeled after that body and its stated mission goals, role and design principles. From the www.w3c.org website:

Definition: The World Wide Web Consortium was created in October 1994 to lead the World Wide Web to its full potential by developing common protocols that promote its evolution and ensure its interoperability. W3C has over 350 Member organizations from all over the world and has earned international recognition for its contributions to the growth of the Web.

Mission: By promoting interoperability and encouraging an open forum for discussion, W3C commits to leading the technical evolution of the Web. In just ten years, W3C has developed more than eighty technical specifications for the Web's infrastructure. However, the Web is still young and there is still a lot of work to do, especially as computers, telecommunications, and multimedia technologies converge. To meet the growing expectations of users and the increasing power of machines, W3C is already laying the foundations for the next generation of the Web. W3C's technologies will help make the Web a robust, scalable, and adaptive infrastructure for a world of information. To understand how W3C pursues this mission, it is useful to understand the Consortium's goals and driving principles.

Long term goals: Universal Access: To make the Web accessible to all by promoting technologies that take into account the vast differences in culture, languages, education, ability, material resources, access devices, and physical limitations of users on all continents; Semantic Web: To develop a software environment that permits each user to make the best use of the resources available on the Web; Web of Trust: To guide the Web's development with careful consideration for the novel legal, commercial, and social issues raised by this technology. 

Role: Vision: W3C promotes and develops its vision of the future of the World Wide Web. Contributions from several hundred dedicated researchers and engineers working for Member organizations, from the W3C Team (led by Tim Berners-Lee, the Web's inventor), and from the entire Web community enable W3C to identify the technical requirements that must be satisfied if the Web is to be a truly universal information space. Design: W3C designs Web technologies to realize this vision, taking into account existing technologies as well as those of the future. Standardization: W3C contributes to efforts to standardize Web technologies by producing specifications (called "Recommendations") that describe the building blocks of the Web. W3C makes these Recommendations (and other technical reports) freely available to all. 

Design principles: Interoperability: Specifications for the Web's languages and protocols must be compatible with one another and allow (any) hardware and software used to access the Web to work together. Evolution: The Web must be able to accommodate future technologies. Design principles such as simplicity, modularity, and extensibility will increase the chances that the Web will work with emerging technologies such as mobile Web devices and digital television, as well as others to come. Decentralization: Decentralization is without a doubt the newest principle and most difficult to apply. To allow the Web to "scale" to worldwide proportions while resisting errors and breakdowns, the architecture (like the Internet) must limit or eliminate dependencies on central registries. 

a. See Figure 1 in RTI’s response to question 1. The NHIN could be developed by thinking “globally” (i.e., adhere to NHIN open standards, including messaging, authentication, authorization, and metadata) and implementing “locally” (i.e., RHIOs, NSPs, and other local consortia). There must be key standards in place for local development to proceed. There should be federal funding for connector and infrastructure development, and some federal funding and/or incentives to defray the cost of developing “connect-local system interfaces.” 
Key considerations: (1) Quickly agreeing on messaging and medical coding standards, (2) Putting the NHIN infrastructure (message bus, authentication/authorization, metadata, and connectors) in place (3) Providing funding to enable constituents to participate in the NHIN.

Feasible model for accomplishing its construction: See Figures 1, 2 and 3 in RTI’s response to question 1. First, establish key open standards. Second implement the standard EHR. Third, implement key messages and the message bus, implement the authentication, authorization, and metadata components, and then implement key connectors. Fourth, provide funds and technical support to build connector-local system interfaces to enable connection of constituents to the NHIN. Training may also be required for some participants.

b. By the NHIN governing board. See above, re: “W3C.”

c. (1) Establish a standards critical mass that provides enough standardization to enable useful data exchange among a selected set of health care constituents. (2) Fund the establishment of 10 RHIOs across the country such that they can be up-and-running in one year. (3) Demonstrate that the RHIOs work (i.e., they are quick, reliable, secure, and ensure the privacy of health care information) and are cost-effective. (4) Make funds available to create more RHIOs and expand established RHIOs.

d. The NHIN would not be operated per se, like a computer system or a network; rather, it would be supported by the NHIN governing board and local and national technical support organizations.

Key considerations: (1) Quick problem resolution. (2) Fairness to all constituents.

(George Grubbs, ggrubbs@rti.org)



	Telumenous response:

a. The healthcare industry is a long way from standardizing the format of an EHR and other data related to a patient’s care. Once the industry does agree on an EHR time and effort is required to upgrade proprietary systems to recognize and convert to the new standard. Rather than wait for a universal EHR and complete interoperability between proprietary information systems the healthcare industry should concentrate on small, incremental steps toward adopted standards. 

The NHIN can develop around the adoption of tools to accomplish the following functions:

1) The first task that needs to be worked out is a standard for identifying an individual patient. The nation does not have nor does it seem likely to issue a unique patient identifier. An acceptable standard must be adopted to allow clinicians to agree with a 99.9% degree of confidence that their information systems can identify the same patient. Extracting and matching multiple elements of the EHR would enable two systems to agree on a patient’s identity. Possible elements of identification include: last name, first name, middle name, place of birth, date of birth, mother’s maiden name, social security number. Information systems vendors must create a tool to not only identify the patient given the data elements, something that is inherent within most proprietary systems, but also match the identity to a communication request from outside the system and report the degree of confidence that the EHRs match.

2) The second NHIN application is a discovery mechanism that helps providers with EHR to self-identify across the Internet and to locate other Internet sites that store EHR. This protocol should function in a manner similar to Address Resolution Protocol (ARP). An NHIN compliant network point could broadcast discovery packets to announce itself to the network as an EHR storage point. Other NHIN compliant network points would reply with their network locations. Each network point would then store the network addresses of the NHIN sites on the Internet for future broadcasts.

3) The next step in building a NHIN is creating a utility that a provider can use to locate another EHR for the same patient. Providers cannot count on patients to correctly state all the healthcare entities that they have interacted with because of memory lapses or patient condition. The NHIN requires a protocol for discovering matching EHRs. The provider seeking information about a patient’s past healthcare contacts needs a utility to send out a “net call” to the NHIN requesting any matches for a particular patient and incorporating the patient’s identifying data elements. These requests or net calls will typically occur when a patient is at the point of care asking to be seen or when a provider first accepts the person as a patient. In either case, the patient may be able to assist the provider by providing a key to notify other clinicians that the patient approves releasing information from his/her EHR. 
Other entities accessing the NHIN require a utility on their information systems to recognize the requesting message, translate the format of the patient identifying information and conduct a search of their database for a match. Once a clinician’s information system confirms a match the protocol must negotiate permissions to release a confirmation back to the requesting provider. The simple fact that a patient has been seen by a particular provider is a matter of patient privacy, so a clinician must first get approval to release patient data to the requesting provider before a confirming match message can be communicated. This is a separate topic that must be dealt with under question # 2. c. Assuming that permission is granted the clinician with the matching EHR replies to the requestor’s net call with an encypted message confirming a matching patient record. Even though this protocol exchanges only patient identifying data elements and no facts related to the patient’s care, it still provides important information to the clinician providing care to the patient: a list of who else has had contact with the patient. This application brings a requesting provider to the point where a manual exchange of patient information is possible, should the NHIN only be functional to this stage.

4) The next steps begin establishing protocols for exchanging information about the care given to patients by other clinicians. The most likely application is the exchange of prescription information between provider information systems. Knowledge of a patient’s medications gives the healthcare provider important clues to the patient’s condition and helps avoid mistakes in treatment. An open standard is required to allow one proprietary information system to exchange prescription information with a different system. Development of this standard is much less challenging than attempting a standard for the entire EHR because of the finite list of data elements: formulations, dosages, frequency, dates, dispensing pharmacy. This application requires a protocol that transmits a request to acknowledged clinicians that have had contact with the patient to identify any medications prescribed within certain dates. Clinicians receiving the request need their information systems to recognize the nature of the request, pull the data elements from the patient database, translate the information into the open standard and format the reply to the requesting system.

b. The modest steps described in 4. a. above involve the acceptance of open standards between proprietary information systems and the creation of Internet utilities by communications vendors and existing SDOs. These application layer utilities will bear a resemblance to familiar Internet applications such as FTP, UDP and SMTP. The government has to provide the impetus and healthcare institutions have to back that up with market pressure on the vendors to drive the development of the NHIN utilities and protocols. The work of the Internet Engineering Task Force (IETF) sets a useful example of how the tools and standards can be drafted and agreed upon. A forum, perhaps even the IETF itself, must be established that gathers the concerned vendors and presents them with a definition of the application that has to be developed. Through cooperation and joint effort the vendors put forward their respective solutions for comment by the community. Once a prevailing consensus is achieved the new standard is adopted and vendors can begin designing their own proprietary interaction tools.

The envisioned NHIN can best be described as healthcare entities connected via the Internet that share common protocols/utilities enabling the exchange of information about patients. Government oversight of NHIN operations would not be required since the communications will flow over the Internet. The government’s role will concentrate on facilitating the development of the NHIN tools, certifying the compliance of vendor information systems with NHIN standards and the encouragement of market adoption of information systems compatible with the NHIN.

c. Earning a favorable rate of adoption within the healthcare industry dictates that the cost of gaining access to the NHIN must be small, especially compared to the relative benefits offered by its applications. The model of specialized utilities and protocols communicated across the Internet to exchange patient information between information systems is most likely to meet the criteria for rapid adoption. Healthcare entities won’t have to invest in separate networks/infrastructures and the NHIN won’t have to support the expense of a new government bureaucracy.

The NHIN carries with it an implied quid pro quo for participating healthcare entities – whoever gathers patient data from the NHIN must also share their patient data with the rest of the network. Information systems vendors must develop interfaces that support two-way requests for patient data. 

For the healthcare entities adopting the NHIN will entail purchasing a new information system or upgrading an existing one to a version that supports the NHIN utilities and protocols, assuming the entity already stores patient records in an electronic form. Conceivably, such an investment would be a normal cost of doing business and not a significant barrier to adoption of the NHIN. As the NHIN grows in users and usage the cost of participating may challenge the resources of physician practices. The patient locator requests transmitted whenever a healthcare provider wants to collect data on a patient could grow in volume up to a gigabyte per day in traffic. That’s more than can be accommodated by a single server working off a DSL connection. 

Rather than invest in more speed and server capacity small healthcare entities could subscribe to a hosting service to maintain their databases and network access. Such a trend would have other benefits for the industry including the improved security and availability of healthcare information offered by vendors with professionally managed data centers.

(Craig Chapman, cchapman3@nc.rr.com)



	 Western NC RHIO response:

a. Should be driven by federal government in order to have enforcement and ability to clear legal/regulatory barriers. 

b. Look to leaders in industry and evidence from the literature on quality, safety, cost-effectiveness, and one body should pull off this together and set the standards.

c. Tie it to money/reimbursement, also need to have a system that is relatively simple, easy-to-use, and not cost prohibitive (either in initial investment or maintenance).

d. Operated within DHHS. Something similar to FDA, an organization/division (? of HHS) that does consumer advocacy for health care issues.

(Susan Mims, susan.mims@buncombecounty.org)




Question #5

What kind of financial model could be required to build a NHIN? Please describe potential sources of initial funding, relative levels of contribution among sources and the implications of various funding models.

	Keane response:

The federal government should provide seed-money to fund pilot projects. Federal and state monies, private funding, and use fees can be used for the development and deployment of the NHIN regionally. Experience has shown us that interest in and funding for the earlier CHINs (Community Health Information Networks) faded when the start-up money (typically grants) had been exhausted before competing organizational needs could be aligned and the systems fully deployed. This aspect must be addressed via incremental implementation, management of expectations, etc.
(Glenn Fields, Glenn_S_Fields@keane.com)



	LabCorp response:

Funding of the construction of the NHIN should be achieved through a tax-exempt, nonprofit organization supported primarily by payer and employer groups, or through a public utility with public funds. Development costs should be borne in proportion to the benefits expected to be received by particular stakeholders. We are concerned that funding development through a private, for-profit interoperability consortium could result in anti-competitive and exclusionary practices.

(Donald Horton, hortond2@labcorp.com)



	NC Health Information Management Association response:

· Robert Johnson Wood grants

· Low interest loans

· Regional grants

(Clarice Smith, cmrcps@msj.org)



	Public Health Community response:

See discussion in question #4 for some comments. The financial model needs to be constructed in a way that it supports the broader purpose of improving the health of individuals and of populations. This means tying funding to support for health quality, efficiency, effectiveness, and safety measures. The financial model needs to support enough risk-taking that as new measures to improve health using the NHIN are proposed, funding to support research and demonstration projects can be advanced. Payer and employer groups (including government as a payer, employer, and public health advocate) are the entities most likely to support this type of model. 

(David Kirby, dave@kirbyIMC.com)



	Robeson County Medical Society & Lumberton Independent HIN response:

Government funding will be necessary initially. Other sources of funding could be patient fees, or lower deductibles from insurers in exchange for patient compliance. Breaks on malpractice insurance (or tort reform) would encourage physician compliance. 

Of course, if physicians become convinced that the NHIN is helping them provide better care and allowing them to work more efficiently, you will not be able to keep them away from it. Relaxing the documentation guidelines, or shifting the work of history and data collection to non-physician providers will help this happen.

(Ed Ermini, eermini@carolina.net)



	RTI International response:

The federal government would fund the start-up and operating costs of building the NHII, setting up the NHIN governing board and support groups, and establishing the technical support organizations. 

A cost-benefit analysis should be done to estimate (1) How much the federal government now spends on health care; (2) How much would the federal government save on health care if the NHIN was used extensively by all health care constituencies; (3) How much would providers and consumers of health care benefit from the NHIN; (4) What would be the NHIN’s economic impact on the IT community in terms of increased or decreased business opportunities and how this would impact the federal government. 

It will probably turn out that there will be significant savings to the federal government even with the government funding much of the development, rollout, and operational costs of the NHIN, and funding basic NHIN enablement for participants. These savings will come in the form of efficiencies gained in obtaining and processing information, accuracy of information, fewer Medicare and Medicaid claims due to the health improvements to the general population due to their improved health care management, and savings at VA and other military hospitals due to improved patient care through improved information management. 

There could be some savings, perhaps substantial, in redesigning major data collection programs to take account of the NHIN. For example, the National Health Interview Survey, the Medical Care Expenditure Survey, the National Health and Nutrition Evaluation Survey all have components that could draw from a national electronic medical record system, if the patient confidentiality and consent issues could be addressed. 

What could be potential sources of funding? 
See the response above. Other sources could be participating agencies within federal, state, and local governments, such as, DHS, CDC, public health, and also research organizations and health plans.

What could be relative levels of contribution among funding sources?

75% funded by the federal government; 25% from other mentioned sources.

What could be the implications of various funding models? 
The federal government would fund the bulk of the start-up costs for the infrastructure and participant connections. 

What kind of financial model could be required to operate and sustain a functioning NHIN? 
As the NHIN becomes ubiquitous, the funding model could evolve to reduce the government’s initial financial burden. There could be a service-based subscription fee scheme that would charge for certain NHIN services; for example, a fee to provide de-identified information to researchers, a fee paid by health plans to their participating health care providers as incentives for improved quality of care, and there could be a basic service subscription fee based on system usage. 

Perhaps a financial model could be constructed such that NHIN ownership is open to all types of investors, including the public. At the appropriate time, there would be a NHIN IPO (initial public offering) that would attract investment across-the-board. Perhaps this could be modeled like municipal bond investing.

(George Grubbs, ggrubbs@rti.org)



	Telumenous response:

The NHIN should present no barrier to the free flow of patient information, no usage fees, no access fees. To gain popular use among the thousands of physician practices the NHIN must operate without requiring a specific NHIN cost burden on the providers. Providers will have to make a substantial investment to access the NHIN through the cost of buying and installing hospital information or practice management systems that have NHIN utilities built in. Information systems vendors will pass onto providers the cost of developing the tools and utilities sanctioned by the government and SDOs that specify NHIN applications in the price they charge for their services. Providers will be encouraged to adopt these systems to acquire the systems’ functions and the benefits of managing their hospital/practice more efficiently. The benefits of the NHIN will likely be perceived only as an added benefit of the software. Healthcare entities will also have to bear the cost of expanding Internet bandwidth to meet the demands of NHIN traffic and normal operations but these charges will be viewed more as a cost of staying connected and not as a cost associated with the NHIN. In time as network transactions and interoperable communications swell more clinicians will need to move their databases into hosting services to control the expenses of expanding storage capacity and managing a data center.

(Craig Chapman, cchapman3@nc.rr.com)



	 Western NC RHIO response:

Multicontributor. Look who benefits, then determine who pays—providers, insurers, federal agencies, or patients. Grants, low-cost loans to initiate. 

(Susan Mims, susan.mims@buncombecounty.org)




Question #6

What kind of financial model could be required to operate and sustain a functioning NHIN? Please describe the implications of various financing models. 

	Keane response:

We could opt for a fair share financial model, or for a charge per use financial model. Under the fair share model, subscribers would pay according to their revenue levels (or some other relevant criteria), for example, a hospital with revenue of $10m would pay $x annually whereas a hospital with $20m revenue would pay $2x annually. Or there could be a charge per use. 

(Glenn Fields, Glenn_S_Fields@keane.com)



	LabCorp response:

Funding of the operation of the NHIN should be achieved through a tax-exempt, nonprofit organization supported primarily by payer and employer groups, or through a public utility with public funds. Operational costs should be borne in proportion to the benefits expected to be received by particular stakeholders. Subscription fees calculated on an equitable basis could also be an option. We are concerned that funding operations through a private, for-profit interoperability consortium could result in anti-competitive and exclusionary practices.

(Donald Horton, hortond2@labcorp.com)



	Public Health Community response:

See discussion in question #4 and 5 for some comments. In addition to support from payers and employers (including government as a payer, employer, and public health advocate) a retail model could also contribute to support. In this model patients pay for support of their PHR either directly or through offering the use of parts of their data to researchers and businesses in exchange for those entities supporting the NHIN. Both of these approaches attempt to draw financial support from those groups who receive the most value from the health improvements achievable through an NHIN. 

(David Kirby, dave@kirbyIMC.com)



	Robeson County Medical Society & Lumberton Independent HIN response:

Government funding will be necessary to sustain the indexes at a national level. The development of individual office notes should always be the responsibility of the providers. Hospitals and labs should share in the cost of the system. There also is the possibility of private companies setting up offices that compile patient data and charge the patients. Employers should be tapped to fund the medical record migration for their employees.

The worst system is the anarchy that exists now, with each vendor trying to become the de-facto standard and none succeeding. There is not going to be a Microsoft emerging any time soon.

(Ed Ermini, eermini@carolina.net)



	RTI International response:

The federal government would fund the major part of NHIN’s operating costs, but over time the model would change to one where participants would pay a connection and usage fee, and any organization or individual who wished to subscribe to value-added services would pay for those services, e.g., access to de-identified data for research purposes.

What are the implications of various financing models?

There would have to be continuous government funding to support basic NHIN operation, and there would have to be well-defined and realized incentives for participants to continue to participate in the NHIN. Once the NHIN became ubiquitous, then it would be the de facto way to do business.

(George Grubbs, ggrubbs@rti.org)



	Telumenous response:

One of the advantages of a NHIN built on an adopted set of Internet protocols and utilities is that once the information systems and communications vendors write the software to add NHIN functionality the investment becomes embedded. Vendors, carriers and Internet service providers (ISP) will support the NHIN as part of their normal operations. There is no need to subsidize a separate architecture or service. The NHIN will require future growth in applications, tools, protocols, etc., but the cost of those improvements will continue to be borne by the vendors who will develop the applications to remain competitive, assuming the NHIN gains popularity and providers begin demanding its capabilities within their information systems.

(Craig Chapman, cchapman3@nc.rr.com)



	 Western NC RHIO response:

Multicontributor as well with government and insurers covering the bulk. Financial incentives for use and outcomes. Tie use to reimbursement for Medicare and ? Medicaid or any federal funds.

(Susan Mims, susan.mims@buncombecounty.org)




Question #7

What privacy and security considerations, including compliance with relevant rules of the Health Insurance Portability and Accountability Act of 1996 (HIPAA), are implicated by the NHIN, and how could they be addressed?

	Initiate Systems response:

The NHIN must adhere to both HIPAA and individual region/state regulations regarding the privacy of health information. HIPAA, the federal regulation, mandates sixteen (16) specific data elements, singularly or in combination, that must be protected from unauthorized access, use and disclosure. Any NHIN initiative must require that solutions offered take all reasonable effort to ensure compliance. Further, consideration must be lent to individual state regulations that are more stringent and therefore supersede HIPAA. Again any solution must be flexible and configurable to handle the variations in regulations both within and across state lines.

In the response to question 2, we describe two models: one in which regional indexes store a set of basic demographic information about a patient and the patient identifying number in the local system. Each regional index would publish this limited information directly to other regional indexes that choose to subscribe. In the second model, the regional indexes contain the same information as described above, but would also publish this limited information to a federated national index.

The important aspect of both models is control over the actual patient health information is stored locally. That is, local facilities control which patients are available, the amount of information shared about the patient, what information is available via electronic request, and who may view the information. The local systems must be both secure and configurable to recognize authorized users. Because all providers could potentially be authorized users when they are treating a patient, there is also the possibility that they can access patient identifying information where they do not have a treatment requirement and therefore no right to access. Consideration should be given to a model that is capable of identifying “authorized” users; has the ability to identify any unauthorized access attempts; and can prepare reports on unauthorized attempts. 

(Lorraine Fernandes, lfernandes@Initiatesystems.com)



	Internet2 response:

Privacy and security approaches were discussed in response to question #1 and will not be repeated here. Rather, it is recommended that the mature NHIN may be best served on an integrated lambda as represented by the emerging National Lambda Rail (www.nlr.net). The lambda may have the advantage of a network environment in which there is no competition for network bandwidth and with increased perceived security and with little overhead from the backbone network. 

(Michael McGill, mmcgill@internet2.edu)



	Keane response:

HIPAA privacy and security and state-level regulations provide the overall regulatory framework. Technical security can be addressed via existing standards and infrastructure level through usage of technologies such as SSL, firewalls, encryption and others. Privacy of data would be ensured through role-based access.
(Glenn Fields, Glenn_S_Fields@keane.com)



	LabCorp response:

Privacy and security considerations implicated by the NHIN include patient identification standards; the perceived effect of different architectural models on privacy and security; access controls; privacy and security aspects of interoperability standards; the need for organizational mechanisms such as contracts; and regulatory and statutory barriers related to privacy and security. 

The most effective patient identification strategy would be a combination of a unique patient identifier and a robust, uniform national algorithm for patient matching using a standard minimum data set. We recognize that the goal of patient safety through rigorous patient identification must be balanced with privacy concerns, so if a unique patient identifier is politically unacceptable, at a minimum we need to adopt a robust, uniform national algorithm for patient matching using a standard minimum data set. 

Centralized database models have been criticized due to the perceived risk of significant unauthorized access to protected health information (“PHI”) if the database is breached. However, the risks posed by centralized databases are not as severe as they used to be, and the benefits of being able to control data under one roof are significant. Banking and overnight shipping have implemented central database models successfully. A decentralized model avoids the risks associated with the potential breach of a single database, but access control could become a significant issue if local data is being sought by participants who have queried a directory. Under either model, third party vendors could become important intermediaries. Some combination of centralized and decentralized models could also be adopted to achieve the benefits of both while minimizing their drawbacks (e.g., regional databases conforming to national standards connected through network directories).

The rights granted to patients in the HIPAA Privacy Rule create a proper balance between patient control of his or her data and the need for clinical data exchange. The NHIN must be designed to accommodate those rights. Otherwise, the patient’s physician should act as a gatekeeper for the patient’s data. The rights of other parties with interests in clinical data must be more clearly defined by law. Once those rights are defined, the incidents of ownership or licensure should dictate the extent to which access can be controlled. The architecture of the NHIN must be designed in such a way that participating data content providers will not be exposed to involuntary disclosures of data in their possession.

Robust standards for encryption, authentication, and anti-virus protection need to be promulgated and adopted. Federal government encryption standards should be used; the data in the NHIN must be highly encrypted with a rolling algorithm. The 128-bit SSL encryption standard may not be sufficient for the NHIN.

Business associate agreements will be needed between data providers to the NHIN and the entity or entities that operate it, and user agreements will be needed between those who use the NHIN and the entity or entities that operate it. RHIOs can serve as contract administrators and as agents for purposes of contracting with other RHIOs and their members to facilitate secure, private interoperability nationwide. All agreements should be standardized after thorough, representative review and revision, and automated for online execution.

The HIPAA Privacy Rule is preempted by more stringent state privacy laws, and state privacy laws are inconsistent. A use or disclosure permissible in one state may be impermissible in another. Confusion and fear of liability will likely chill the flow of PHI over the NHIN for legitimate purposes. State security breach laws such as those in California, which force data providers to encrypt data at rest and in transit or risk the necessity of notifying millions of people if there is a potential security breach, would be given national application once the NHIN is in place, and result in inefficient data transmission and chill participation in the NHIN. The federal government and/or the entity governing the NHIN should regulate access to the NHIN so that those who are not covered by HIPAA, or who are not business associates of covered entities, do not have access. State governments need to conform their privacy and security laws to HIPAA to facilitate the NHIN.

(Donald Horton, hortond2@labcorp.com)



	NC Health Information Management Association response:

· Blending of data in the electronic environment will make managing patient rights more difficult and should be considered when designing the NHIN. 
· Managing user access to ensure “need to know” should be a required process. 
(Clarice Smith, cmrcps@msj.org)


	Public Health Community response:

In order to be acceptable to the public, the NHIN must have three qualities: 1) It must be sufficiently secure and supportive of privacy for use by and with the vast majority of users and patients. 2) It must be able to demonstrate its security and privacy profile to the satisfaction of these users and patients. These two qualities are interconnected by the principle that any claim to security and privacy that is not demonstrable is not likely to actually exist in the long run. 

This implies that some level of transparency and granularity of control and monitoring by the patient is needed. Not everyone will use these controls or monitor their record usage, but not many need to in order to assure that the claimed security and privacy levels are maintained. 

Privacy: Most of the NHIN-centric privacy issues arise from the permissibility of the exchange of data among NHIN users. Routing NHIN exchanges through a PHR creates a number of privacy advantages that are difficult to provide otherwise. Clinicians can be assured that the data that they are sending (through the PHR to a colleague) is permitted because they are sending it to the patient. By using digital signatures or other integrity assurances, the recipient patient and the recipient clinician can be assured of the source of the data. 

The PHR routing provides a “place” where a history of exchanges can be maintained. The key quality of this monitoring capability is to easily allow appropriate access while deterring inappropriate access. This allows patients who provide general access to their records to monitor actual accesses for anomalies. For example a user with a general rule that reads - “Any user who is listed as “Emergency Department Staff” can see my data if I’ve been admitted to their ED” - can review actual accesses and ask- “Why is my cousin, who works in an ED, accessing my record? 

Of course, in some cases disclosure is required by law. The notification of public health authorities of communicable diseases is a primary example of this type of required disclosure. In these cases, the routing would be required and the log would provide the patient and the clinician with a way to account for these disclosures to the patient. 

Security: Recall that security concerns itself with: confidentiality, data integrity, and availability. With a PHR-centric model most of the security issues for the NHIN reside in the PHR. The remaining issues are in the security of the EHRs and the NHIN transport. 

Providing standards for security that are independently audited and publicly reported is a good way to assure appropriate levels of security. Excluding non-compliant users and service providers from the NHIN would be a powerful incentive for high-quality security. Combined with a way to assess security, providing patients with a choice of service provider for their PHR will also allow market forces to “find” those service providers who perform well with security. NHIN users could also use certification and assessment as a way to choose EHR product and service providers. 

An NHIN transport built on top of the Internet would have to be sufficiently robust to accommodate the business models of the users. The publishing of service level objectives and assessments of actual service levels to those who depend on the NHIN would be the one most effective way to assure that the actual service levels meet or exceed the needed service levels. 

During disasters, it is especially important that public health services continue to function. Meeting the service level needs in these cases would require periodic tests/drills that use backup and redundant capacities. 

(David Kirby, dave@kirbyIMC.com)



	Robeson County Medical Society & Lumberton Independent HIN response:

HIPAA is plenty as far as regulations are concerned. Access to the system must be tightly controlled. If banks can control the flow of cash through teller machines, the access to medical information should be less difficult.

(Ed Ermini, eermini@carolina.net)



	RTI International response:

There are many privacy and security issues, and the proper resolution of these issues is a key to NHIN success. The owner of all types of information must be established. For example, when a patient is examined and treated in a physician’s office, is the generated information owned by the patient or the physician or both? There are certain types of ownership privileges that must be established as well (view only, view and edit, delete, and protect from change). Information owners must be able to examine any and all of their information at any time provided they supply the proper credentials to do so. Owners also have the right to established information sharing rules. For example, an owner may want to limit access to his or her information to certain individuals or groups. There must also be system-wide default policies that prevent certain types of NHIN participants from ever accessing certain types of identified information; for example, governmental constituents and health plan constituents. Electronic security and physical security of information must be assured. An authentication service providing digital certificates and other access certifications to individuals and computer systems should be a system component. The granularity of information access/update authorization should be at least to the electronic health record section and possibly to the data element level.

Another issue of paramount importance is the reliability, i.e., accuracy, of medical information. A method of certifying the correctness and currency of information must be provided.

(George Grubbs, ggrubbs@rti.org)



	 Western NC RHIO response:

Variation in state laws concerning sensitive issues, especially mental health, substance abuse,  STDs (HIV), adolescent family planning, and pre-natal. Somehow the federal government will need to facilitate the state’s ability to share information across state lines. Obviously, address HIPAA issues (real and perceived) and state substance abuse laws. 

(Susan Mims, susan.mims@buncombecounty.org)




Question #8


How could the framework for a NHIN address public policy objectives for broad participation, responsiveness, open and non-proprietary interoperable infrastructure? 

	Initiate Systems response:

The framework for a NHIN should be both readily available across the United States and low-cost to encourage rapid and widespread adoption. We believe the solution therefore is Web-based technology – a "data access portal." This approach does not require sophisticated health information systems, reconfiguration of current systems or reliance on proprietary infrastructure. The proposed solution can accept messages in standardized formats, such as HL7, from current vendor systems. 

Data access portals permit physicians and other authorized users to perform a demographic search of the regional index, view the records available throughout the region for the patient, request clinical information on the patient either electronically or in hardcopy. The portal will display a virtual EHR from the assembled data. The physician could also initiate a search of the national index from this portal as well, where he could request clinical data from other regions as well.

This access functionality could be added to existing HIT systems; however, a thin, Web-based client would be preferable to enable more cost-efficient and widespread use for small physician groups, patients and other authorized users who do not have HIT systems.

Another advantage to this approach, which will make it more appealing to the American public, is the search functionality. In either the regional or national index models we described previously, the data access portal does not require the use of a national identifier. The NHIN solution should have the ability to perform searches on a combination of data attributes that, when combined, serve as the identity, rather than relying on a new, unique number. The index model works seamlessly without a unique identifier. However, if a unique identifier is used at some point in time, an index of some type will still be required to make the searches or queries feasible. Any linking solution selected now should be configurable to handle that scenario, if it comes to pass

In order to meet the intent of the NHIN, the solution should have the ability to access patient information in real-time so as to have a positive impact on patient care. 

(Lorraine Fernandes, lfernandes@Initiatesystems.com)



	Keane response:

As mentioned above in 4b, and via incentives and mandates, the NHIN operating body would be the point of contact for addressing public policy objectives, and for ensuring participation and responsiveness.

(Glenn Fields, Glenn_S_Fields@keane.com)



	LabCorp response:

The entity governing the NHIN must be open to all interested stakeholders, and its structure must be designed to ensure equitable representation. A specific, streamlined process is necessary to ensure fair stakeholder participation in standards development and maintenance while facilitating effective and efficient action. SDOs can promulgate proposed standards and modifications, but their legitimacy is dependent on the degree to which all affected stakeholders have had a fair opportunity to participate in their development, adoption and maintenance. Mechanisms for equitable stakeholder participation must be implemented for all SDOs, and emphasized in relevant federal rulemaking proceedings. The federal government should facilitate this vetting process. Further, broad participation is dependent on low cost implementation for the end user. An open, non-proprietary infrastructure for the NHIN is necessary for its success, and conformance to such infrastructure must be a condition of any contract for the development or operation of the NHIN. 

(Donald Horton, hortond2@labcorp.com)



	NC Health Information Management Association response:

· Federal regulations will be required to obtain nationwide participation. While many organizations are developing e-PHI systems, many are not because of a variety of issues including lack of financial and staffing resources. 
· Significant penalties must be in place for misuse of the system. Penalties should go beyond those defined under HIPAA.
(Clarice Smith, cmrcps@msj.org)



	Public Health Community response:

See the discussion in questions 1-7 for comments. The keys to assuring the public policy objectives are: 

1) Use of Open standards – The needed standards for data format and semantics, and data exchange services must be available at low-to-no cost to the user and must be effectively if not explicitly required. For example, any standard that Medicare and Medicaid require for data exchange with them will be a huge inducement for others to require the same. 

2) Widespread training on how to effectively use EHRs and the NHIN - Without this, the hoped for improvements in health will either be significantly delayed and may not appear at all. Lack of training in all sectors – physicians, payers, public health, hospitals – is a significant need. The training for a given person needs to be timed so that they can apply it soon thereafter. 

3) Promotion of PHR usage to the public – Without promotion, the adoption time will be very long and may cause the failure of the NHIN concept altogether. There are a number of NHIN participants who have (or will have) an interest in promoting PHR usage by the public – notably, physicians, hospitals, employers, researchers, health plans. The public health community has an interest in this promotion in that PHRs, accessible to public health authorities, will aid in both routine management of communicable diseases and in detecting and monitoring emerging disease outbreaks. 

(David Kirby, dave@kirbyIMC.com)



	Robeson County Medical Society & Lumberton Independent HIN response:

The government must assure that it is open and non-proprietary, and then everything else will fall into place.

(Ed Ermini, eermini@carolina.net)



	RTI International response:

This can be accomplished by accommodating existing information technology assets and by providing funding for initial connection to the NHIN and for basic services for a limited period of time. Create cost-benefit analyses for different types of constituencies to show what benefits will accrue to them by participating in the NHIN. See Figure 1. The proposed NHIN infrastructure is an open and interoperable infrastructure. Connector software will be built to open standards and available to anyone to use and enhance.

(George Grubbs, ggrubbs@rti.org)



	 Western NC RHIO response:

Define and convey the benefits clearly to providers, patients, all stake holders. Facilitate easy adoption of standards. ? Could federal agencies develop a basic EHR open source, make it available (with proprietary systems offering enhancements and RHIOs could negotiate to localize systems).

(Susan Mims, susan.mims@buncombecounty.org)




Management and Operational Considerations 

Collaborative Team Response:

The federal government plays an important role in stimulating market incentives that will encourage providers, payers and information system vendors to invest capital and human resources to participate in the NHIN. By bringing together stakeholders, especially clinicians, to develop open and meaningful standards for a generic EHR, encounter records, and indices for identifying patients and providers, the government can set in motion market forces that will drive development and participation in the NHIN. These standards do not have to be all encompassing during the early stages of the NHIN as long as the standards are specific about required data elements, semantics and vocabulary. A minimum set of standards will make it easier to comply and participate.

Of all stakeholders, the vendors of information and practice management systems are likely to make the biggest investment in time and capital to create and implement national NHIN standards, yet they may perceive a market disadvantage to the emergence of a common EHR standard. Vendors have used features of their proprietary EHRs to gain competitive advantage in the marketplace and they should be encouraged to do so. The open generic EHR standard should be broad enough to enable basic interoperable transactions such as patient matching, encounter records and lab results but not so broad as to require significant reprogramming of embedded products. This way vendors can map their richer proprietary code to the simpler generic standard while retaining the added value of their proprietary products. The vendors can then look on the NHIN standards as additional features or add-ons to their proprietary products and not worry that the generic standard could displace their competitive edge in the marketplace. The federal government has an opportunity to motivate the vendors to write middleware to map their EHR format onto the generic standard by certifying the interoperability of vendors’ systems with the NHIN standard. The certification by a NHIN governing board could serve as an objective feature that providers could demand from the vendors for inclusion on their information and practice management systems.

The market incentives to participate in the NHIN are more straightforward for providers. The ability to gather more complete information about a patient without tying up clinician and staff time has two immediate benefits – reduced cost and better understanding of the individual’s current health. Providers who are accustomed to recording and extracting patient data through EHRs will have ample incentive to request NHIN interoperability from their vendors. The real challenge in the small practice market is to encourage physicians to adopt practice management systems that have an EHR component in the first place. At present a majority of small practice management systems do not include any EHR, much less one that can interoperate with other systems. Where there is a shortfall there is also an opportunity. An established standard for the basic capabilities of an EHR could help drive down system costs and increase the proliferation of EHRs, if the vendors perceive that NHIN adoption will expand the overall size of the market. 

One factor that could potentially inhibit small practices from linking to the NHIN is the ongoing cost of supporting an EHR, providing secure access to their electronic records, and maintaining a server on the network 24/7. Lack of staff resources and technical expertise could prevent many small physician practices from gaining the benefits of the NHIN. The market should be able to adapt to this situation so long as the small providers see value in the NHIN. Practice management system vendors and application service providers (ASPs) have the potential to fulfill the demand by providing hosted services that could support EHRs and NHIN access. This ASP model could leverage a NHIN compliant service across multiple small practices, reducing costs for the small providers and generating revenue for the ASPs.

Market incentives exist to drive adoption of the NHIN provided the federal government guides the development of an open, generic standard that encourages vendors to develop the middleware needed to achieve interoperability between their proprietary products and the generic standard. 

Question #9

How could private sector competition be appropriately addressed and/or encouraged in the construction and implementation of a NHIN?

	Keane response:

The private sector should be encouraged to participate in the construction and implementation of the NHIN, though strictly under the directives laid out by the NHIN single coordinating body, so as to maintain uniformity. The NHIN coordinating body would only act as “guides and regulators,” whereas private players and nonprofits would be the bodies doing the actual hands-on work, under the aegis of the NHIN coordinating body.

(Glenn Fields, Glenn_S_Fields@keane.com)



	LabCorp response:

Private sector competition could be appropriately addressed and/or encouraged in the construction and implementation of a NHIN by competitively bidding the contracts for the NHIN’s construction and implementation. However, such contracts should be carefully crafted to avoid the adoption of a single vendor’s proprietary solution as the national standard; eligible bidders must be incentivized to achieve economic gain through the development of an open, non-proprietary infrastructure. Private sector competition is likely to occur more naturally once interoperability standards are established, when products deploying those standards will be in demand. Competitive incentives that encourage some vendors and providers to offer fast implementation should be maintained if possible. However, indirect pressure through payers may be necessary to get some current EHR vendors to reconfigure their systems to accommodate the NHIN infrastructure. 

(Donald Horton, hortond2@labcorp.com)



	NC Health Information Management Association response:

The NHIN should be managed in a not for profit mode. Keeping cost at minimum will be a key factor in the success of the NHIN.

(Clarice Smith, cmrcps@msj.org)



	Public Health Community response:

The issues related to private sector competition are of two types: 1) Direct competition: Issues relating to in providing products and services that depend on (or realize) the NHIN and 2) Indirect competition: Issues related to the optimizing cost and quality of care for employees. 

Direct Competition: Many private sector entities have a direct first order interest in the NHIN – notably EHR vendors, PHR vendors, and Telecom services. There are also direct though secondary interests including legal services, consultants, health data suppliers, universities, and contract research organizations. The key to making the dynamics of the private sector work to support the NHIN is to set a base of standards and incentives that keeps individual business risks in the range that attracts private investment. Defining the NHIN components so that multiple businesses can compete for portions of a reasonably assured market is important. The process must ensure that those who have won a share of the market have some advantage in keeping it. That advantage cannot be so strong that the winner has a captive customer base. 

Assuring these qualities is aided primarily by setting both data standards and data exchange service standards. For example, each EHR should have a means by which its underlying database can be converted to some standard form. Without this, vendors will tend to create roadblocks that keep the customer from changing vendors by making the database impractical to port to a new EHR vendor’s platform. With this, however, vendors can still create useful functions that depend on data that is not in the standard as a way of distinguishing themselves among their competitors and creating a modest barrier to customer loss. When this principle is combined with training (discussed elsewhere) of purchasers so that they are aware of how to use the principle while contracting for an EHR, a fair competition emerges that should attract private entities interested in a reasonable return on investment. 

Indirect competition: All businesses have an interest in managing the health of their employees. Even if our system of payments were to shift so that employers were less directly responsible for the costs of care, the business benefit of employees being in good health at a reasonable cost is still a matter of concern for employers. This competitive element is especially strong among US businesses that engage in direct international competition. Part of the NHIN’s focus should be on encouraging employers to use their influence on health care providers and insurers to adopt EHRs and use the NHIN- the largest influence being through health plan contracting. In doing so, employers must be willing to share the savings that they reap with those who go at risk by adopting EHRs and NHIN usage. 

(David Kirby, dave@kirbyIMC.com)



	Robeson County Medical Society & Lumberton Independent HIN response:

The private sector will participate when profit is available. This profit should not come from developing the NHIN, but in developing novel and innovative ways to use it. The government must set the standards.

(Ed Ermini, eermini@carolina.net)



	RTI International response:

The private sector competition can be addressed in the provisioning of the NHIN infrastructure, for operating the NHIN, for developing connectors, and for providing training and other services to NHIN participants.

(George Grubbs, ggrubbs@rti.org)



	 Western NC RHIO response:
a. Private software companies must meet standards (then compete), be HL7 compatible and meet all standards.

b. Guarantee that competition for patients is not enabled by access to information. Participation is based on appropriate securities.

c. Insurance companies would not mine data and use to their benefit.

(Susan Mims, susan.mims@buncombecounty.org)


Question #10

10. How could the NHIN be established to maintain a health information infrastructure that:

a. evolves appropriately from private investment; 

b. is non-proprietary and available in the public domain; 

c. achieves country-wide interoperability; and 

d. fosters market innovation.

	Keane response:

a. Evolves appropriately from private investment; 

All stakeholders would pay their fair share to assist in the maintenance of the NHIN and its infrastructure. Private providers of services and products.

b. Is non-proprietary and available in the public domain; 

Due to the NHIN’s inception, development and deployment being overseen by national and regional organizations using national standards, it could be non-proprietary and available in the public domain. 

c. Achieves country-wide interoperability; and 

As mentioned earlier, due to the development of the NHIN being coordinated and driven by one national oversight group and the RHIOs, the use of effective incentives and penalties would ensure countrywide interoperability.

d. Fosters market innovation.

Innovative stakeholders would utilize data and information from the NHIN to creatively improve their service levels and come up with innovative ideas to increase and enhance their revenues by introducing new services and offerings.

(Glenn Fields, Glenn_S_Fields@keane.com)



	LabCorp response:

Payers, both public and private, have such tremendous economic incentives to have a NHIN established that they are likely to drive the process of its development and implementation. To the extent that private funding is necessary to achieve that goal, private payers are likely to play a significant role in making it happen. The leverage that payers assert in the health care market, both directly and indirectly, is sufficient to drive adoption of a NHIN that is open, non-proprietary, nationally interoperable, and that fosters market innovation. Market innovation is likely to be associated with the demand for products deploying interoperability standards once they are established, and the evolution of technology will produce niches that market innovation will naturally fill over the course of time.

(Donald Horton, hortond2@labcorp.com)



	Public Health Community response:

See discussion in most prior questions on this point. In summary, a nonprofit inclusive group must set standards related to data interchange among NHIN users and data format and semantics in EHRs and then create incentives for adoption that include direct economic incentives, savings in internal labor and savings in other costs of business (e.g. malpractice insurance). The standards setting process must be one that will allow experimentation and eventual acceptance of revised standards and their adoption. The process for this is well established in various other fields now including the IETF, HL7, ASTM. 

(David Kirby, dave@kirbyIMC.com)



	Robeson County Medical Society & Lumberton Independent HIN response:

Once the core NHIN and standards are in place, private companies will be free to develop systems that exploit the power of the NHIN and profit by developing programs for providers and other interested parties. By analogy, Adobe Photoshop has become the standard image-editing program, but many companies sell plug-ins to enhance the capabilities of the program. Likewise, vendors would be free to develop proprietary programs to enhance a non-proprietary system. Another example would be open-source Linux as the core with programmers developing share-ware based on Linux.

(Ed Ermini, eermini@carolina.net)



	RTI International response:

a. Private enterprises can develop and offer value-added services in the form of hardware, software, and consulting to NHIN participants. NHIN infrastructure technical evolution in terms of needed hardware, software and services can be provided by the private sector. Private investment can fund value-added products and services.

b. By building it to open standards using open source software.

c. See Figure 1 and accompanying description of the NHIN infrastructure in RTI’s response to question 1.

d. As mentioned, the private sector can build innovative products that improve the NHIN infrastructure and innovative products and services for NHIN participants.

(George Grubbs, ggrubbs@rti.org)



	 Western NC RHIO response:

Infrastructure with basic standards and interoperability include essentials.

Insurers could tie incentives to use of system and using the outcomes monitor performance and ultimately pay for performance.


-phased in chronic disease management


-need a long range plan (with upgrade plans)

(Susan Mims, susan.mims@buncombecounty.org)




Question #11

How could a NHIN be established so that it will be utilized in the delivery of care by healthcare providers, regardless of their size and location, and also achieve enough national coverage to ensure that lower income rural and urban areas could be sufficiently served?

	Initiate Systems response:

By using a regional index model and data access portals as we've described in response to questions 1 and 2, the NHIN will be accessible to authorized users with little more than access to the Internet and a Web browser. Another requirement would be the ability and willingness to share a set of basic demographic information for patients. In the latter requirement, the solution should be configurable to handle information from all sources as well as flexible enough to handle the addition and deletion of sources as required. By using a Web-based solution for queries on patient information, this solution is cost-effective for any size organization and is readily accessible to all regions of the country.

(Lorraine Fernandes, lfernandes@Initiatesystems.com)



	Keane response:

Existing and emerging Internet technologies would make the NHIN accessible by all, irrespective of their size and location. There is broad access to broadband Internet access, so the inputting of data and the generation of reports can be easily and securely achieved via the relevant web pages in the NHIN portal. The FCC has communications grants available for rural healthcare organizations to help “level” the cost of communications access.

(Glenn Fields, Glenn_S_Fields@keane.com)



	LabCorp response:

The inclusion of all healthcare providers regardless of their size and location, and the inclusion of lower income rural and urban areas in the NHIN, may require tools and special assistance not needed in other settings. For example, rural locations without wired Internet access would need either the construction of physical infrastructure to provide such access or wireless technologies would need to be employed. Low-income rural and urban areas may need low-cost technology transfers of the applications developed by the Department of Veterans Affairs and the Department of Defense.

(Donald Horton, hortond2@labcorp.com)



	Medical Review of North Carolina response:

Many primary care providers, especially those in rural and underserved areas, will likely find NHIN difficult to access and utilize. Medical practices in these settings often have very limited resources and little technical expertise with respect to information systems. Although they may be among providers realizing the most benefit from NHIN, small medical practices may not be capable of the substantial effort and costs required to obtain the necessary resources and training. These medical practices will likely require special incentives for implementation and ongoing support for EHRs. Assistance to these practices could include the designation of professional shortage areas for heath information technology professionals with associated funding and incentives encouraging HIT professionals to practice in these areas. 

(Ann Lefebvre, alefebvre@ncqio.sdps.org)



	Public Health Community response:

For a small provider, the elements of the NHIN as envisioned here could depend on infrastructure as commonplace as a PC and a dialup connection to the Internet. While this is a minimum, many providers to underserved populations have low cost broadband connections and small networks as basic infrastructure. 

The EHR could be a high-cost item. Here is a place that government could help by fostering basic opensource solutions for complete EHRs or for EHR components. The Vista Office project is a potential example of this type of effort. Most costs for an EHR are, however, not for the software itself. It is the service and support elements that drive costs. Government and private philanthropic organizations could help defray these costs by offering grants for training for those who would support EHRs. Opensource EHRs would be a natural target of this training. Engaging community colleges, AHECs and local public health organizations would aid in yielding the type and distribution of trained supporters needed. 

(David Kirby, dave@kirbyIMC.com)



	Robeson County Medical Society & Lumberton Independent HIN response:

The core functions of the NHIN should be available to providers for free, either as a web-based program or a regional set of servers. The complexity of programming and sophistication of the offices, and how they interact with the NHIN should be determined by individual providers based on their budgets.

(Ed Ermini, eermini@carolina.net)



	RTI International response:

This is a key NHIN success factor. A “critical mass” of participants is needed so that the practice and business of health care can take place using the NHIN. A core of physician practices, hospitals, pharmacies, laboratories, health plans, and so on in each geographical area must participate in the NHIN in order to make it work for everyone. This is the RHIO concept. Participation in the NHIN should have a low cost of entry so that lower income rural and urban areas can be served. As mentioned previously, the federal government should fund the connection cost and basic services cost for a limited period of time. This will encourage the various health care constituencies to participate.

(George Grubbs, ggrubbs@rti.org)



	 Western NC RHIO response:

Basic infrastructure open source, incentives to encourage use, proprietary vendors for enhancements (bells & whistles).

IT subsidies for rural/urban poorer area providers (nonprofits). Software companies could donate and receive charitable tax deduction.

Another option:

Patient personal health record available on web.

(Susan Mims, susan.mims@buncombecounty.org)




Question #12

How could community and regional health information exchange projects be affected by the development and implementation of a NHIN? What issues might arise and how could they be addressed? 

	Initiate Systems response:

In the regional index model proposed in response to questions 1 and 2, community and regional health information exchange projects could enjoy rapid access to the NHIN. These projects would be subject to the same security and authorization checks to identify authorized users as described previously. In addition, these types of projects could essentially function as individual "regional patient indexes," as defined in response to question 2. That being the case, these indexes would contain demographic data, again not clinical data, for each record. This portion of the index would function much as a stand-alone EMPI does today within an IDN. As has been previously detailed, the local facilities would maintain control over which patients are available in the registry, the amount of information shared about the patient, what information is available via electronic request, and who may view the information. 

(Lorraine Fernandes, lfernandes@Initiatesystems.com)



	Keane response:

Existing projects and activities could be adversely affected. Some funding from the federal government could be useful in easing the way for such projects to map into NHIN standards, and eventually merge into and accept the migration to NHIN.

(Glenn Fields, Glenn_S_Fields@keane.com)



	LabCorp response:

Community and regional health information exchange projects will be affected by the development and implementation of a NHIN; whether the effect is positive or negative will depend largely on the roles they choose to play. Those who have already invested in HIT or who have become involved in a Local Health Information Infrastructure (“LHII”) or a RHIO focused on regional connectivity standards could end up being “penalized” by the introduction of a NHIN that requires different HIT solutions for participation than those currently employed by the LHII or RHIO; the demise of such exchange projects is virtually certain. Technology obsolescence is a regular cost of doing business and should not prevent technological progress; neither should technology risk-taking. Those who seek to “pave the way” must not only assume risk for themselves, but must also recognize that they may be contributing to increased health care costs and more difficult implementation of uniform solutions for everyone else down the road once uniform national standards are adopted. These effects can be minimized by putting a hold on state-specific, region-specific “one-off” HIT solutions, limiting pilot testing until national uniform standards are adopted, and encouraging the employment of flexible HIT investment pending further developments. On the other hand, those RHIOs which define themselves as playing a supportive role to the NHIN rather than being the model on which the NHIN will be built are likely to survive and prosper.

(Donald Horton, hortond2@labcorp.com)



	NC Health Information Management Association response:

The community and regional health information exchange projects could:

· facilitate the process if handled correctly, or

· impede the process if technology does not facilitate interoperability, or

· become obsolete with the implementation of the NHIN.

(Clarice Smith, cmrcps@msj.org)



	Public Health Community response:

Several points related to this have been addressed in prior questions. In summary, we defined the NHIN as a cooperative set of RHIOs that communicate with users’ EHRs and patients’ PHRs. The key elements of cooperation include: 1) a way to share data across RHIOs for roaming patients, public health purposes, and for others with a need to aggregate across RHIO boundaries (e.g., medical researchers). 2) a standards structure that ensures that all RHIOs abide by the minimal current standards and that standards can evolve in an orderly way to meet the larger goal of improving health. 

(David Kirby, dave@kirbyIMC.com)



	Robeson County Medical Society & Lumberton Independent HIN response:

Communities would benefit from the NHIN in many ways. Epidemiology, public health, and anti-terrorism capabilities come to mind. Privacy is the major obstacle to these being successful. One major obstacle to developing the computerized NHIN is in gaining the trust of the patients and physicians. The judicial system must avoid the temptation to subpoena records through the computer system. If patients feel their records can easily be provided to lawyers in divorce, child custody cases, and civil disputes they will be less honest with their physicians and thus subvert the physician-patient confidentiality so necessary for proper health care. If physicians start keeping records “outside” of the view of the NHIN, then the NHIN will become worthless.

(Ed Ermini, eermini@carolina.net)



	RTI International response:

See Figure 1in RTI’s response to question 1. They would only need a NHIN gateway to participate in the NHIN. This would be a computer running NHIN messaging software and the appropriate connector software. Through data ownership management, these projects can set constraints that limit what data is released to the NHIN. 

What issues might arise and how could they be addressed? 
These projects may feel that they have a system that meets their needs, thus may be reluctant to participate in the NHIN; however, with the government funding connection and basic service costs, this reluctance should be minimal, if existent at all. The cost-benefit analysis for these types of projects should demonstrate the advantages of NHIN participation.

(George Grubbs, ggrubbs@rti.org)

	 Western NC RHIO response:

· Local projects could be negatively impacted; however, they are only pilot projects. NHIN should take the best from pilots & incorporate. NHIN could benefit local communities by decreasing/eliminating each from repeating mistakes. 

· This could get communities going who are sitting back and waiting. 

· Need to consider contractual agreements that some organizations may be in. 

· If NHIN put out standards and gave an okay for exchanging data it may help with HIPAA paranoia about sharing data.

(Susan Mims, susan.mims@buncombecounty.org)




Question #13

What effect could the implementation and broad adoption of a NHIN have on the health information technology market at large? Could the ensuing market opportunities be significant enough to merit the investment in a NHIN by the industry? To what entities could the benefits of these market opportunities accrue, and what implication (if any) does that have for the level of investment and/or role required from those beneficiaries in the establishment and perpetuation of a NHIN?

	Keane response:

There are definite numerous benefits that the implementation and adoption of a NHIN could bring, and they have been mentioned in the comments to Point 1 of this RFI. A study by F. Turisco, “Economic Value of a Community Clinical Information Sharing Network,” First Consulting Group, August 2003 estimated that if a uniform data-sharing application were implemented nation-wide providing easy access to view patients’ clinical information across all settings, the net savings would exceed $39 Billion - or $11.57 per patient per month.

All stakeholders will benefit from the NHIN initiative. The tremendous cost savings mentioned above are incentives enough for the beneficiaries to actively invest and participate in the establishment and perpetuation of the NHIN.

(Glenn Fields, Glenn_S_Fields@keane.com)



	LabCorp response:

The implementation and broad adoption of a NHIN will have a significant effect on the health information technology market, and its effects will depend in part upon its design and the purposes for which it will be used. The NHIN is likely to result in consolidation in the technology vendor industry; economies of scale and greater certainty of vendor quality should more than compensate for a reduction in variety of product offerings, should it occur. The establishment of national interoperability standards and EHR certification should increase demand for EHR products, and technology vendors will benefit from the demand for their services for both the construction of the NHIN and the ongoing technical support that it will require. Clinical laboratories that have historically offered connectivity solutions for electronic test ordering and real-time result delivery will likely continue to do so if the NHIN is designed solely to permit clinicians to pull a patient’s medical history together from disparate sources at the point of care before a lab test is ordered, especially since physicians have historically demanded that test results be pushed to them. The possible reduction in duplicate tests that such a design could produce would incentivize clinical laboratories to participate in the development of automated clinical decision support tools to offset that effect by informing more appropriate test selection for improved patient care. If the NHIN is designed to include laboratory test ordering and real-time result delivery pushed to the ordering physician, clinical laboratories could realize substantial savings from the elimination of the need to continue development of customized interfaces and from the administrative efficiencies resulting from broad conversion of physicians from paper-based to NHIN-based test ordering and result delivery. If the latter design is developed as a later phase of the NHIN rather than being included at its inception, significant clinical laboratory investment in the NHIN could be delayed until that phase is developed.

(Donald Horton, hortond2@labcorp.com)

	Public Health Community response:

We expect that the total funds spent on HIT and related services would increase dramatically and that, if the dynamics of adoption are set to foster improved health, that the value to society from this increase would exceed the costs. 

This expectation of large rise in spending for HIT is based on the rather low usage of EHRs and of data exchange today as compared to the NHIN goal of wide EHR adoption and routine data exchange. As mentioned earlier, one purpose of the standards process should be to keep business risk in a range that will be attractive to the continuing presence of multiple vendors for each type of product/service. 

With these standards in place, the HIT industry should be willing to invest in the NHIN. Also, virtually all employers are beneficiaries of the NHIN. Their competitive interests in lowering their costs for high quality care delivered to their employees should be leveraged to help fund the startup and maintenance of the NHIN. Government can help assure a healthy market place by competitively seeking products and services for its own health program uses (e.g., Public Health clinics). 

(David Kirby, dave@kirbyIMC.com)



	Robeson County Medical Society & Lumberton Independent HIN response:

There is no question that insurance carriers, fraud investigators, and public health officials will benefit from the NHIN by having ready access to data in an efficient manner, saving time and money. Patients, particularly those who are mobile or unable to remember details, will be helped tremendously and receive better care. There is no question that these entities will see the need to perpetuate and help fund the system. Physicians are harder to get to buy in.

(Ed Ermini, eermini@carolina.net)



	 RTI International response:

It would stimulate the market by opening up new areas for products and services. Once de-identified health-related data were available, there would be opportunities for data access, management and analysis tools and services. There will also be opportunities for infrastructure products to meet messaging, connectivity, and security requirements. IT vendors can supply software to interface between connectors and legacy systems and data stores. IT vendors can supply value-added services delivered via web services technology.

Could the ensuing market opportunities be significant enough to merit the investment in a NHIN by the industry? 
A case might be made for such investment, but it seems doubtful that a model could be devised that would facilitate appropriate payback for different types and amounts of investment.

To what entities could the benefits of these market opportunities accrue, and what implication (if any) does that have for the level of investment and/or role required from those beneficiaries in the establishment and perpetuation of a NHIN? 
This addresses the problem area described above concerning equanimity of payback and investment. 

(George Grubbs, ggrubbs@rti.org)



	 Western NC RHIO response:

More opportunities, encourage research and development and competition, when companies know what the standards are they will be more likely to invest in research and development. Now companies are developing but are concerned that their product may not meet standards.

(Susan Mims, susan.mims@buncombecounty.org)




Standards and Policies to Achieve Interoperability

Collaborative Team Response:

The types of entities needed to develop and diffuse interoperability standards and policies include the federal government and state governments, a nonprofit national NHIN governing council, SDOs and RHIOs. The nonprofit NHIN governing council will need to identify which standards are needed and what modifications to existing standards are required. Specific versions of standards should be required, with extensions to syntax rules to address semantics and terminologies. Development of NHIN standards will be best addressed through existing ANSI and ISO Standards Development Organizations (SDOs), and through expansion (where required) of existent standards. RHIOs chartered as statewide/regional nonprofit organizations (such as NCHICA) represent a broad set of healthcare stakeholders, with the appropriate participation of private industry (e.g., clearinghouses, vendors). Stakeholder organizations exist in some states/regions and not in others. Regional stakeholder organizations can help focus their members’ SDO activities.

RHIOs should coordinate the diffusion of technically sound, fully-informed technology and policy interoperability standards. HIPAA and state privacy and security regulations should form the basis for protecting healthcare information. There was not a clear consensus on the issue of how to resolve inconsistencies between state laws that present a challenge for entities that exchange information across state boundaries, and these same inconsistencies will become an issue for the NHIN. One position is that existing federal laws, including HIPAA, should preempt existing state law to provide consistency. The other position is that the HIPAA Privacy Rule be strengthened or expanded in areas such as public health, communicable diseases and behavioral health so as to minimize exceptions to the Rule when dealing across multiple states. Clearly, this is a long-standing debate and will require a studied approach to solving this dilemma. Existing technical standards, enhanced as necessary, should form the basis for security mechanisms. RHIOs need to facilitate business and trading partner agreements addressing the exchange of healthcare information within the region.

The role of the federal government should include facilitation and advocacy of the formation of the NHIN and utilization of EHRs, use of policies providing an appropriate mix of incentives and mandates, participation -- as a stakeholder -- in RHIOs and SDOs, and provision of seed money for pilot projects. The federal government should refrain from taking any role that forces the NHIN or its standards on stakeholders, but should mandate specific interoperability standards for those who choose to participate in the NHIN.

Question #14

What kinds of entity or entities could be needed to develop and diffuse interoperability standards and policies? What could be the characteristics of these entities? Do they exist today?

	Keane response:

Entities such as www.w3.org (XML), www.omg.org (COM/CORBA Interworking Specification), www.wedi.org (EDI in healthcare industry) assist in developing such standards and policies. 

Such entities would be like a not-for-profit software consortium that would be setting standards in their respective area of computing. They would be vendor-neutral membership-driven organizations and have hundreds of members who would be working toward developing and refining these standards. Examples include 3GPP, Aforum, AILF, ATIA, ATSC, Apache, CEN, DCMI, Daisy, ETSI, FSTC, GFSI, GGF, ICANN, ICC, IEEE, IETF, IMS, INCITS, IRTF/ASRG, ISO, ITIC, ITU, IW3C2, JIS, Liberty Alliance, NIST, OASIS, OMA, OMG, Open GIS Consortium, SMPTE, TOG, Unicode, VoiceXML, WASP, Web3D, WS-I, WSIS and others.

(Glenn Fields, Glenn_S_Fields@keane.com)



	LabCorp response:

Existing SDOs such as HL7, and consortiums such as CCHIT, the eHealth Initiative, and Connecting for Health, should be formally recognized by the federal government and identified for their particular areas of expertise for the development and maintenance of interoperability standards. The American National Standards Institute (ANSI) should serve as the body through which standards are certified prior to their adoption as mandatory standards by the federal government. These entities must include broad stakeholder participation and avoid dominance by particular stakeholders or sectors of the healthcare industry.

(Donald Horton, hortond2@labcorp.com)



	Medical Review of North Carolina response:

Entities to develop and diffuse interoperability standards and policies will likely vary widely depending upon the intended targets of these activities. Standards and policies involving outpatient medical practices should be developed with participation and full involvement of regional organizations representing affected medical practices and individual physicians. Physicians practicing under conditions of limited resources and knowledge may not be able to participate in this process and, thus, may resist adopting a NHIN. Organizations representing physicians who are known and trusted by physicians as impartial sources of information and standards should be identified for participation in the development and diffusion of interoperability standards. One example of a candidate organization is the state Medicare Quality Improvement Organization (QIO) which physicians trust in the dissemination of healthcare guidelines and standards. QIOs could play a similar role in their Medicare mandated support of physician implementation of EHRs and adoption of a NHIN.

(Ann Lefebvre, alefebvre@ncqio.sdps.org)

	NC Health Information Management Association response:

The entities in place at this time should address interoperability standards and policies such as HL7, AHIMA, AMIA, ANSI, NCVHS, etc.

(Clarice Smith, cmrcps@msj.org)



	Public Health Community response:

See prior comments on standards-setting entities also. The entities that approve standards need to be public nonprofit groups modeled after existing SDOs such as HL7. Of course, any subgroups (e.g., IT vendors, public health consortia, employers, hospitals) may work together to craft a specific standard for consideration by the larger organization. 

The process of causing standards to be adopted (diffusion) is more complex. It involves creating incentives to the adopting parties. Typical incentives include revenue enhancement, efficiency improvements (from adoption), risk reduction (from adoption). In some cases, regulatory requirement may aid in enhancing adoption. 

(David Kirby, dave@kirbyIMC.com)



	Robeson County Medical Society & Lumberton Independent HIN response:

HL7 is doing fine.

(Ed Ermini, eermini@carolina.net)



	RTI International response:

See RTI’s response to question 4. NHIN governance could be modeled after the W3C (World Wide Web Consortium, www.w3c.org). From the W3C website: 

The World Wide Web Consortium (W3C) develops interoperable technologies (specifications, guidelines, software, and tools) to lead the Web to its full potential. W3C is a forum for information, commerce, communication, and collective understanding.

(George Grubbs, ggrubbs@rti.org)



	Siemens Medical Solutions response:

To encourage stakeholder viewpoints to be respected, without unduly dominant influences, there are four types of entities required:

· Standards development organizations, charged with creating consensus standards to be adopted by all stakeholders. For basic interoperability, this will include endorsement and adoption of cross-industry international standards, e.g., those implemented for the Internet, for healthcare purposes. Semantic interoperability among healthcare applications will require healthcare specific standards authorship, e.g., the HL7 v3 RIM, DICOM messages, ICD, SNOMED, LOINC. 

· Standards implementation consortia, charged with creating implementation specifications for standards that support well-defined interoperability use cases. In some cases this will require concurrent implementation of standards from different development organizations, e.g., implementing the ASTM CCR specifications as an HL7 CDA, or specifying specific choices within generic digital signature standards for signing healthcare documents.

· One coordination board, charged with guiding standards developers and implementers. The guidance required includes encouraging shared projects, e.g., the cooperative work now ongoing among ASTM, HL7, and ISO/TC 215 for role based access control and permission management. It also includes oversight for stakeholder representation and recruiting stakeholder participants to help ensure a well-rounded governance.

· National and state organizations representing healthcare providers and consumers, charged with promoting the use of interoperable standards and policies among their members. Promotion would also include participation in Standards Development Organizations and implementation consortia. Some of these organizations currently develop code sets used in interoperability standards, e.g., WHO, AMA, ANA.

The direct stakeholders who participate in these organizations’ governance and work products, should include a balance of consumers, individual providers, enterprise providers, payers, IT vendors, and government organizations. Indirect stakeholders – academics, consultants, etc. -- also may contribute, but not in organizational governance. Such governance should be expected to promote a common vision with a series of pragmatic incremental steps that are delivered for the stakeholders use on an annual cycle. The current IHE development cycle, producing incremental results for annual testing and demonstration on a strict timetable, is an example of such a governed process.

Organizations of all four types exist today and their successes and shortcomings need to be carefully appraised before any changes are made. There are arguably too many of them. We need to insist on cooperation and consolidation, toward a common NHIN vision, and strongly discourage the formation of any more organizations. These organizations include:


· Standards developers such as ASTM E31, DICOM, HL7, ISO/TC 215, and X12N for healthcare; IETF, ITU, OASIS, and W3C for basic interoperability.

· Standards implementers such as IHE for healthcare.

· ANSI HISB, although it needs to take a stronger role. It is noteworthy, though, that some standards developers are not under ANSI’s current scope, e.g., DICOM and cross-industry interoperability. HIMSS is also providing some coordination and could sponsor consortia to fill coordination roles that ANSI HISB does not. The HIPAA DSMOs, driven by stakeholder requirements, are worthwhile places to seek best practices. Combining the best practices from these organizations will help charter an effective common approach. 

· National and state organizations representing healthcare delivery systems and practitioners include AHA, AAFP, American Academy of Pediatrics, American College of Emergency Physicians, ADA, American College of Healthcare Executives, WEDI Regional affiliates, NCHICA, etc.
(Suzanne Gack, Suzanne.gack@siemens.com)

	Smart and Associates response:

The problem with interoperable standards stems less from the standards themselves and more from the jockeying for advantage (market share, barriers to entry, revenue, influence, etc.) of the providing organizations. Any sufficiently empowered standards development and provisioning entity would need to be an amalgam of many different standards organizations (representation from W3C, IEEE, ANSI, etc.) but with a much larger reach and some level of legal mandate. Current standardization occurs either through private company funding and submission to a standards body (thus achieving first mover advantage if the standard takes off) or is developed in the public eye via an open source consortium. The open consortium path is just as problematic as the first mover submission in that different companies will “enhance” the standard toward the most positive positioning of the company or product to the partial or full exclusion of the competition. In a free market, this process ultimately arrives at an open standard that can be adopted (e.g., HTML, WSDL, XML, etc.). In the free market case, the interoperability risk is born by the adopting companies and the end-consumer, who bear the risk of information loss and/or more expensive integration. In the case of EHRs, the risk profile appears to be much greater. The normal standards bake in period – where companies and standards bodies jockey for position – could be detrimental to the public health as well as their wallets.  

An EHR standards development and management organization would require some of the following characteristics. 

- First, it’s been estimated that over ¼ of the adult population has shopped in a Wal-Mart more than once and that Wal-Mart can tell (via credit card, checking account number, or addresses, etc.) what those shoppers purchased, where they purchased it, what they purchased it with, how often they return to the store, etc. Wal-Mart is one of the best examples of shopper informatics. If we take the infrastructure, data capture, privacy, analysis, information storage/stewardship, and pro-activeness of their system and apply that model to the management of EHRs, we are likely on the right track. 

- Its security would need to be greater than any currently implemented password, PKI, or token level of authorization currently in place. The only possibility would be some level of bio-informatics security (retinal scan, infrared map, fingerprints, voice, etc.) that is unique to the health consumer and does not require any level of technical support (e.g., password reset, password hints, email, etc.) and is difficult to supersede, spoof, or otherwise steal. Security at the transport layer is not feasible. The distributed nature of health care providers (maintenance and emergency) and the nature of health services delivery will require information transport over the widest possible communications net (public fixed line, the Internet, public wireless, etc.). Unless the security issue is resolved, a national EHR mechanism isn’t feasible. Bank account information is considered, in most polling and interviews, to be less important than an individual’s private health/genetic history. 

- While there are many other important characteristics, the third critical characteristic is that the organization be empowered (via federal mandate or, while unlikely, private company and individual consensus) to facilitate and if necessary direct the development and management of EHR data, meta-data, transport, and modification standards. The free market process places a higher than acceptable risk on the public health. It is not yet clear, however, how this mandate or empowerment would be implemented as no model currently exists.

(Gail Hinte, ghinte@smartllp.com)

	Telumenous response:

An SDO must be formed that will define, solicit, evaluate and eventually approve new protocols and standards for NHIN utilities and applications. ONCHIT can take a leading role in forming the SDO and giving it basic direction. The information systems vendors, carriers and communications companies will do the work to develop the NHIN standards. The SDO itself will need to set its own guidelines to ensure the emerging standards serve the healthcare community and not just the proprietary interests of its members. 


The IETF is one existing SDO that will have an indirect, or perhaps a direct, role in drafting the standards since there is overlap between the standards supporting the NHIN and Internet.

(Craig Chapman, cchapman3@nc.rr.com)



	UNC-Chapel Hill School of Public Health response:

A variety of groups exist dedicated to the development of standards relating to data. The American National Standards Institute (ANSI) serves as a validating body for a variety of standards and offers procedural guidelines and protocols for developing those standards. 

(David Potenziani, dpotenzi@email.unc.edu)



	 Western NC RHIO response:

National HIT standards governmental committee --? Part of DHHS –could be fostered through a neutral body (?AMA). Need to have a multidisciplinary advisory unit (like when they developed the UB (uniform billing) initially. Get everyone to sit down around a table and get them to agree on standards.

Promote openness and sharing

Look at how UB82 standard code set was developed. This would be on a much larger scale, but could use same/similar process. Also, how HL7 was formed. Expand this process.

(Susan Mims, susan.mims@buncombecounty.org)




Question #15

How should the development and diffusion of technically sound, fully informed interoperability standards and policies be established and managed for a NHIN, initially and on an ongoing basis, that effectively address privacy and security issues and fully comply with HIPAA? How can these standards be protected from proprietary bias so that no vendors or organizations have undue influence or advantage? Examples of such standards and policies include: secure connectivity, mobile authentication, patient identification management and information exchange. 

	Initiate Systems response:

The establishment and maintenance of standards to promote interoperability should largely address any concerns about proprietary bias, providing such standards are developed in a collaborative, public approach with government oversight if appropriate. New standards to address the RHIOs and data sharing/linkage should be developed in the very near term with appropriate stakeholder representation. However, direct government intervention should not be required; government might instead be a catalyst to this new demand. Organizations such as ANSI, HIMSS, eHI, HL7, AHIMA, WEDI, and Connecting for Health have proven that vendors and the healthcare delivery system can work in collaboration to advance standards and the use of technology. A recent example of such a successful collaboration is CCHIT. 

Competition is healthy and prevalent in all segments of the technology space, with new vendors continuously emerging to meet the changing environment. Vendors who do not adapt their technology to standards or develop open architecture will be at a future disadvantage, but enough time is available for vendors to modify products to meet the changing healthcare model. 

(Lorraine Fernandes, lfernandes@Initiatesystems.com)



	Keane response:

A not-for-profit consortium (as mentioned in point 14) should be established exclusively for the development and diffusion of interoperability standards and policies for the NHIN. It would be a vendor-neutral, membership driven organization by charter so as to avoid/mitigate any preferential bias or advantage toward any one vendor/technology.

(Glenn Fields, Glenn_S_Fields@keane.com)



	LabCorp response:

The NHIN governing entity should contract with SDOs to produce interoperability standards and implementation guides, which the federal government would then mandate after ANSI certification and thorough review and comment by the public, and contract with technology vendor organizations to develop connectivity solutions using those standards to implement the NHIN. RHIOs would work with the technology vendors and the stakeholders within their regions to implement the NHIN, administer the necessary contracts, and provide ongoing technical support. The governing entity should be responsible for promulgation of policies and standards for the development, use and operation of the NHIN not inconsistent with the strategic plan and interoperability standards set by the federal government, especially with respect to access to the NHIN and its data. The entity governing the NHIN must be open to all interested stakeholders, and its structure must be designed to ensure equitable representation. A specific, streamlined process is necessary to ensure fair stakeholder participation in standards development and maintenance while facilitating effective and efficient action. SDOs can promulgate proposed standards and modifications, but their legitimacy is dependent on the degree to which all affected stakeholders have had a fair opportunity to participate in their development, adoption and maintenance. Mechanisms for equitable stakeholder participation must be implemented for all SDOs and emphasized in relevant federal rulemaking proceedings. The federal government should facilitate this vetting process. Best practices in the implementation of the HIPAA Privacy and Security Rules should be identified as a foundation for related standards and policies for the NHIN.

(Donald Horton, hortond2@labcorp.com)


	Public Health Community response:

See prior comments in question 7 also. The presence of competitor, user, and patient interests on the standards setting committees should aid in assuring that no one proprietary interest is unduly favored in the standards. The same influences should assure that there are ways for those who want to offer security/privacy features that are “above” the standard to do so. The basics defined by the standards can also change over time as the risks and costs to mitigate risks shift in favor of new processes. For example, a basic standard may call for the use of userids and passwords to authenticate users. An enhancement would allow a patient to get their PHR access from a vendor that would allow them to choose to use a biometric process to get access to their PHR, but not “force” the patients clinicians to use biometrically enhanced authentication for their access to the patient’s record. 

Ensuring that NHIN participants have and maintain high-quality security and privacy practices is an important contributor to NHIN acceptance. While a few indicators of security are obvious to all, most indicators need to be made obvious by a periodic inspection and disclosure process. This is similar to existing public health processes such as the inspection and grading of restaurants. A similar process is needed for NHIN users. The process should include a grading process whose result is made obvious to the users’ clients; there should be a level at which NHIN access would be forbidden (just as there is a level at which restaurants are closed as a threat to the public health.) 

Patient identification management is an important part of security because misidentified patients will have their records corrupted by information for another person. To support proper identification, the standards should provide for a set of enduring elements that identify a person and allow (not require) the patient to choose an identifier to be part of this set. The optional identifier allows that part of the population that may be easy to misidentify (e.g., the John Smiths) to have an identifier that, when chosen, must be matched. 

The logging of record accesses in the PHR will also support proper identification in that patients will be able to see whether an access is anomalous and question it. 

When (not if) records are corrupted by misidentification, a standards-based correction process must exist that alerts all of those whose actions may have been affected by the incorrect data. 

The access logging processes along with the retention of patient data in the PHR can be engineered to meet HIPAA’s Privacy requirements that patients have access to their data, a history of disclosures, and access to an amendment process. 

Patients themselves cannot likely have security standards set for their computers and networks used to access their data, but standards can be set for minimal assumptions that other users may make about the security practices of patients. 

(David Kirby, dave@kirbyIMC.com)



	Robeson County Medical Society & Lumberton Independent HIN response:

Have the government develop these.

(Ed Ermini, eermini@carolina.net)



	RTI International response:

See RTI’s response to question 14. The W3C sets Internet and Web standards with the support and cooperation of a wide spectrum of private and public organizations, including standards organizations.

(George Grubbs, ggrubbs@rti.org)



	Siemens Medical Solutions response:

It is essential to understand that the majority of information technology standards required for privacy and security protections are already defined. We still require healthcare-specific adaptation of some cross-industry standards, e.g., W3C digital signature standards for XML. However, actual implementation is lagging. 

Mandatory national standards and templates for healthcare privacy and security policies, risk assessment, risk management, and business associate contracts are needed for conforming with HIPAA requirements when sharing data among EHR participants. These are essentially non-technical. When they are defined well enough by the covered entities (as defined by HIPAA regulations) to drive marketplace requirements, the necessary technology implementations will follow. 

Once the policies and risks are defined, the stakeholders can follow the ISO 15408 (Common Criteria) standard methodology. This will define the criteria to be used in the technical framework requirements, evaluate solutions for them, and perform solution certification. Use of the ISO 15408 standard methodology is already mandatory for US federal information systems procurement. 

A combination of well-defined market requirements plus implementation consortia and the coordination board, as outlined in the response to item #14 above, is sufficient to protect against biases, undue influence, or advantage.

Standards development organizations that are ANSI-Accredited or ISO-Accredited have been formally recognized as competent to execute specific standards development tasks, including protection from proprietary influence and bias. We do not see any need for additional controls.

(Suzanne Gack, Suzanne.gack@siemens.com)



	Smart and Associates response:

See responses to number 14 above.

(Gail Hinte, ghinte@smartllp.com)



	 Western NC RHIO response:

Each using entity must sign-off on HIPAA confidentiality procedure. Fines for violators. De-identified large scale queries for public/community health purposes. Identified information only available for a single patient without special permissions. Standards need to be developed by a consortium not any one company.

(Susan Mims, susan.mims@buncombecounty.org)




Question #16

How could the efforts to develop and diffuse interoperability standards and policy relate to existing Standards Development Organizations (SDOs) to ensure maximum coordination and participation? 

	Keane response:

Once the technologies and the technical architecture of the NHIN have been formally decided, then the respective SDOs for these technologies should be asked to assist and guide the NHIN SDO. The NHIN SDO may maintain liaison relationships with all related SDOs.

(Glenn Fields, Glenn_S_Fields@keane.com)



	LabCorp response:

The NHIN governing entity, with support from ONCHIT and other relevant federal agencies, should be responsible for coordinating the efforts of SDOs as they relate to the NHIN. SDOs should be represented within the NHIN governing entity, and organizational mechanisms should be established which facilitate collaborative efforts among them.

(Donald Horton, hortond2@labcorp.com)


	NC Health Information Management Association response:

The model used to develop standards and obtain industry consensus under HIPAA could be used to develop the NHIN.

(Clarice Smith, cmrcps@msj.org)



	Public Health Community response:

Many existing organizations already contribute, and more need to, in order to have all of the needed elements and functions standardized. HL7 is a stand out in this field and should, at minimum, be a strong contributor to NHIN standards development. Many areas of interest are not well standardized today: web service standards are embryonic, standards for billing transactions are still not effectively standard, a standard set of data for exchanges between public health and clinicians is not set. Administrative and organizational standards for operating an RHIO are not set. These areas need to be taken up either in the context of existing nonprofit organizations like HL7 or new organizations of similar type. 

(David Kirby, dave@kirbyIMC.com)



	RTI International response:

See RTI’s responses to questions 14 and 15. Existing SDOs would have representation at the NHIN standards councils and would fully participate in defining NHIN and NHIN infrastructure standards.

(George Grubbs, ggrubbs@rti.org)



	Siemens Medical Solutions response:

The coordination board, defined in item #14 above, is a necessary component. It cannot be a passive review board. It needs to actively recruit stakeholder participants in the work of the standards development and implementation organizations. This also requires that the benefits from participation be clear for each stakeholder, with costs commensurate with the benefits, barriers to participation mitigated, and reasonable incentives for participation provided

The board should also assign the development of individual standards to appropriate single organizations, with opportunity for broad and open participation. If more than one organization develops a standard for the same thing, full interoperability will either not be achieved or, at best, will be more difficult than it should be. 

Standards development and implementation need to be driven with strict scoping, delivery timeframes, and measurable results. The value of those results needs to be independently assessed by primary stakeholders. Only those organizations that prove capable of working under such expectations should be given additional assignments.  

Many organizations can take a more active role in promoting adoption of standards. Foremost among these are the SDOs, government and quasi-government agencies, national and state organizations representing healthcare delivery systems and practitioners, and the implementation consortia and coordination board mentioned in item #14.

(Suzanne Gack, Suzanne.gack@siemens.com)



	Smart and Associates response:

Coordination, similar to the historical free market standards evolution process, may not be feasible without some guiding or facilitating centralized body to ensure that no one SDO tilts the EHR data and communications standards in their favor to the detriment of other participants and to the detriment of the public health. Maximum coordination, we think, could be best achieved with a centralized federally mandated body coordinating the combined efforts of leading interested SDOs. The SDOs would be incentivized either directly by their initial involvement or indirectly by receiving advance knowledge of the EHR standard. 

(Gail Hinte, ghinte@smartllp.com)



	UNC-Chapel Hill School of Public Health response:

Groups that follow the ANSI approach for health care data standards, e.g., MedBiquitous, have worked with a variety of health care groups to encourage the development and adoption of data standards. MedBiquitous has been active with a variety of national medical societies to engage physician groups in understanding data standards for a wide variety of purposes from standard clinical care to procedural data for quality improvement efforts. The players in the game exist, but have not been brought together as fruitfully as they need to be. Government players can offer an organizing nudge by calling for the adoption and use of standards through a variety of pathways open through reimbursement plans as well as direct support for efforts aimed at the completion of data standards for interoperability. 

(David Potenziani, dpotenzi@email.unc.edu)



	 Western NC RHIO response:

Provide education to communities on function and operations of SDOs.

(Susan Mims, susan.mims@buncombecounty.org)




Question #17

What type of management and business rules could be required to promote and produce widespread adoption of interoperability standards and the diffusion of such standards into practice?

	Keane response:

Only those technology companies and vendors which comply with the NHIN standards and RHIO business practices may be allowed to offer their products/services toward the development of the NHIN. This will eliminate vendor bias, and there will not be any confusion regarding disparate standards as all vendors/developers will be on the same page regarding standards and specifications.

(Glenn Fields, Glenn_S_Fields@keane.com)



	LabCorp response:

Management and business rules to promote and produce widespread adoption of interoperability standards and the diffusion of such standards into practice should be incorporated into the NHIN governing entity’s contracts with technology vendor organizations to develop connectivity solutions using those standards to implement the NHIN. The organizational documents of the NHIN governing entity should condition stakeholder participation on adherence to policies, standards and procedures, and organizational enforcement mechanisms, including but not limited to user agreements, should also be employed.

(Donald Horton, hortond2@labcorp.com)



	NC Health Information Management Association response:

As seen under HIPAA, federal regulations will be required to ensure interoperability. 

(Clarice Smith, cmrcps@msj.org)



	Public Health Community response:

The management and business rules are discussed in responses to prior questions. In summary, the key is to have standards that ensure a stable enough environment for producers and consumer while still allowing a level of competition for services that will attract business investment. 

(David Kirby, dave@kirbyIMC.com)



	RTI International response:

There would be a core standards council whose members vote on standards to be adopted. These voting memberships would be from various NHIN constituencies. The primary NHIN infrastructure standards would be HL7 messaging, message bus, and connectors. Within those areas, there would be standards addressing security, accessibility, data ownership, data correctness certification, and so on. NHIN standards would encompass overall usage and operations policies like authentication and authorization, priority and preemptive use of NHIN services as in a national emergency, and so forth.

(George Grubbs, ggrubbs@rti.org)



	Smart and Associates response:

Widespread adoption of the EHR standard will require participation (in general sequence) from the following entities:

1) EHR Standards management (the only entity empowered to develop and/or alter the standard)

2) EHR Data collection and management (the entity or entities with sufficient data management and security to ensure individual health record privacy, yet be able to provide highly usable and relevant data to pro-active health care providers)

3a) EHR data consumers and health providers

3b) EHR owners, which in a consumer driven model, is the individual.

The EHR standards management entity would likely need a federal mandate (either as a federal agency or backed by federal law and budget)

Current and future health care information providers and consumers would need some combination of legal incentives (i.e., written law with fines/penalties) and public financial incentives (i.e, paid data management and dissemination, integration fees, etc.). Again, the largest roadblock to widespread adoption of any EHR standard will be individual acceptance of public (although secure) sharing of what is considered to be the most private data. Standards development, data management and provisioning, while difficult, is not the largest hurdle.

(Gail Hinte, ghinte@smartllp.com)



	 Western NC RHIO response:

Tie reimbursement to adoption of standards.

(Susan Mims, susan.mims@buncombecounty.org)




Question #18

What roles and relationships should the federal government take in relation to how interoperability standards and policies are developed, and what roles and relationships should it refrain from taking? 

	Keane response:

The government has played a limited role in the development of interoperability standards and policies. SDOs have been in existence for many years now and can be credited with coming out with very clear and unbiased specifications, standards and policies. Other than as another healthcare stakeholder and SDO process participant, a specific reason does not seem to exist for the government to have another role.

(Glenn Fields, Glenn_S_Fields@keane.com)



	LabCorp response:

The federal government should refrain from development of interoperability standards and policies independent of SDOs and the involvement of interested stakeholders. Instead, the federal government should encourage SDOs and interested stakeholders to develop such standards and should participate in such development efforts to ensure interoperability with federal health information systems. Once standards are developed and certified as standards by ANSI, the federal government should promulgate them as proposed mandatory standards, encourage broad stakeholder feedback over an adequate and reasonable time period, respond to that feedback appropriately, and mandate the standards as modified. 

(Donald Horton, hortond2@labcorp.com)



	NC Health Information Management Association response:

The government should provide the regulations and private enterprise should “own” the process.

(Clarice Smith, cmrcps@msj.org)



	Public Health Community response:

Government should participate in standards setting and adopt standards for its own healthcare- related operations. This will have a large positive influence on the market without taking the risks that come with direct government standards setting. 

(David Kirby, dave@kirbyIMC.com)



	Robeson County Medical Society & Lumberton Independent HIN response:

The government should appoint independent panels to develop the standards. It should not allow any private company to dominate the process.

(Ed Ermini, eermini@carolina.net)

	RTI International response:

Roles and relationships to take: 
The federal government should provide oversight and governance, and should assume the role of facilitator in establishing, funding and operating the NHIN.

Roles and relationships not to take: 

The federal government should not be in positions of leadership, but rather supporting, advisory, and facilitating positions. Leadership positions should be from all health care constituencies participating in the NHIN, including government organizations like DHHS, DHS, DoD, VA and CMS. Public and private constituencies should have equal representation and voting rights. 

(George Grubbs, ggrubbs@rti.org)



	Smart and Associates response:

See answers above.

(Gail Hinte, ghinte@smartllp.com)



	 Western NC RHIO response:

Government should establish standards and support (? mandate) the adoption of the basic standards (through reimbursement or other means).

(Susan Mims, susan.mims@buncombecounty.org)




Financial and/or Regulatory Incentives and Legal Considerations 

Collaborative Team Response:

Financial incentives will be needed to drive development and adoption of RHIOs and the NHIN. At least initially, for the development of the RHIO and NHIN, state or federal funding may be required, but different sectors of the healthcare marketplace may need to be incentivized in different ways. These sectors include healthcare providers, vendors, payers (including government), pharmaceutical and laboratory companies, and research organizations. 

Healthcare providers, still in the midst of implementing HIPAA, may feel that the RHIO and NHIN is just another costly and stressful standard, and they should not bear the cost. Financial incentives for providers could be in the form of reduction in hardware and software costs or reimbursement for participation in downstream clinical research. Vendors will need to be highly incentivized because they will bear most of the cost to retrofit existing systems and develop middleware to comply with the standard. Furthermore, vendors who currently host large clinical databases may see the RHIOs and NHIN as a threat to their hope of participating in clinical research and as a loss of revenues projected in the business plans.  Those sectors of the marketplace that will benefit downstream from clinical research (including payers, pharmaceutical companies and research organizations) may not need as much of an upfront financial incentive: the value of the data may be incentive enough. 

When considering financial incentives, Stark II and HIPAA regulations must be taken into account. RHIOs and the NHIN governing council will need to address these requirements when developing and executing agreements relating to the NHIN, and will need to work with governing agencies to ensure compliance with existing legal requirements and to advocate responsible changes where they would facilitate the NHIN.
Question #19

Are financial incentives required to drive the development of a marketplace for interoperable health information, so that relevant private industry companies will participate in the development of a broadly available, open and interoperable NHIN? If so, what types of incentives could gain the maximum benefit for the least investment? What restrictions or limitation should these incentives carry to ensure that the public interest is advanced? 

	Keane response:

Yes, financial incentives will go a long way in ensuring that private stakeholders participate in the NHIN. For example, many private stakeholders would be highly motivated if they could obtain a financial incentive for adopting, participating and investing in the NHIN.

(Glenn Fields, Glenn_S_Fields@keane.com)



	LabCorp response:

Financial incentives to drive the development of a marketplace for interoperable health information are not needed for payers, who are most likely to benefit soonest and most from a NHIN, but are needed for other sectors of the health care industry who are less likely to see economic benefits, or who may achieve them only in the long term. Technology vendors with proprietary EHR systems may need the economic incentive that contracts with the NHIN governing entity to develop the NHIN could bring. Clinical laboratories may need financial incentives to provide test result data to a NHIN designed solely to provide historical patient data to the point of care rather than to accommodate electronic test ordering and result delivery to ordering physicians. Financial incentives that are provided should be conditioned upon adherence to the standards, policies and objectives of the NHIN, and penalties should apply to those who fail to meet them. 

(Donald Horton, hortond2@labcorp.com)



	NC Health Information Management Association response:

Financial incentives should be considered for early adopters. Possible options are grants, low interest loans, donations by foundations, government incentives, etc.

(Clarice Smith, cmrcps@msj.org)



	Public Health Community response:

As mentioned in prior questions, financial incentives are needed in order to assure those who take risks in building services/products of a (competitive) market for these services/products. The incentives should be such that the broader goal of improved public health is advanced. Lack of standards for EHRs, along with the fragile financial status of existing EHR vendors, is one of the reasons often cited for low adoption of EHRs among medical practices. Properly formed standards will be part of the incentives that overcome this low adoption rate. 

(David Kirby, dave@kirbyIMC.com)

	Robeson County Medical Society & Lumberton Independent HIN response:

Financial incentives are necessary for physicians to participate. The migration from paper to computer will be especially expensive for established physicians in large practices because they have more patients and charts to migrate. New physicians in new practices will need little financial help because they will be making the initial investment as they normally would.

Patients and their employers are an important source of funding and influence. Their participation and political influence is necessary.

(Ed Ermini, eermini@carolina.net)


	RTI International response:

Yes, the federal government should fund the start-up costs of establishing the NHIN infrastructure, developing connector software, and establishing the NHIN governance organization. For a limited time, perhaps two years, the government should also fund the connection and basic service costs for NHIN participation.

What types of incentives could gain the maximum benefit for the least investment? 

Those described in previous RTI responses, plus incentives from health plans to their participating physicians and labs for “improved performance” measured by quality of care indicators and the reduction of the number and cost of medical claims.

What restrictions or limitations should these incentives carry to ensure that the public interest is advanced? 
All NHIN incentive programs should be subject to approval and oversight by the NHIN governing council.

(George Grubbs, ggrubbs@rti.org)



	 Western NC RHIO response:

Yes, incentives paid at the provider level for use of IT and outcomes to meet standards of care. Mandate that any insurance companies that receive any public funds comply. Eliminate any barriers for companies that do not receive public funds to use. 

(Susan Mims, susan.mims@buncombecounty.org)




Question #20

What kind of incentives should be available to regional stakeholders (e.g., health care providers, physicians, employers that purchase health insurance, payers) to use a health information exchange architecture based on a NHIN? 

	Keane response:

Similar financial incentives would act as motivators for regional players too.

(Glenn Fields, Glenn_S_Fields@keane.com)



	LabCorp response:

Financial incentives to use a NHIN are not needed for payers, who are most likely to benefit soonest and most from a NHIN, but are needed for other sectors of the health care industry who are less likely to see economic benefits, or who may achieve them only in the long term. This is especially true for physicians, who lack capital for investment in EHRs and risk failure if they  invest in EHRs due to possible workflow interruptions and lack of technical expertise. Clinical laboratories may also need financial incentives to provide test result data to a NHIN designed solely to provide historical patient data to the point of care rather than to accommodate electronic test ordering and result delivery to ordering physicians. Appropriate financial incentives include regional grants and contracts through AHRQ and HRSA; improved availability of low-rate loans for EHR adoption; and direct payment for use of EHRs and the NHIN by public and private payers through the use of new codes or modifiers based on reasonable estimates of the incremental, amortized costs incurred by the users. Pay for performance programs, programs by public and private payers designed to reward providers for high quality services resulting from the use of the NHIN, must be designed to enable labs and other providers to develop the quality management capabilities necessary to achieve the rewards before stringent performance accountability is required. Labs must also have meaningful participation in the development of the performance standards to be applied. Limited demonstration projects should be conducted before widespread implementation.

(Donald Horton, hortond2@labcorp.com)



	Medical Review of North Carolina response:

Despite the business case for the adoption of electronic systems, many small to medium sized, outpatient medical practices are slow to realize the benefits of the adoption of EHRs and the NHIN. One reason for this is the misalignment of costs and benefits in the current fee-for-service medical system. That is, the considerable investment by outpatient medical practices in EHRs and the NHIN may result in real declines in profit for the medical practice, especially when systems are initially implemented. The benefits with respect to improved care may be realized by payers through reduced hospitalizations and use of other medical resources, but not by outpatient primary care providers. Thus, it will be necessary to ensure that payers transfer some benefit to these providers through increased compensation and support for electronic systems. One approach could be to request that payers create a benefit related to the use of electronic systems for patient encounters. For example, a medical practice would be able to bill for the use of electronic services just as it could for a laboratory service. 

(Ann Lefebvre, alefebvre@ncqio.sdps.org)

	Public Health Community response:

As mentioned in prior questions, incentives should focus on enhanced revenue, improved internal efficiency, and risk reduction (patient safety). 

(David Kirby, dave@kirbyIMC.com)



	Robeson County Medical Society & Lumberton Independent HIN response:

Financial incentives are necessary. Larger practices should get more help. This can be done on a per patient basis, or a per visit basis. Help with scanning and data migration will also be needed in addition to purchasing an EMR system.

(Ed Ermini, eermini@carolina.net)



	RTI International response:

Incentives could be in the form of money and knowledge. Financial incentives have been covered in RTI’s previous responses (e.g., question 19); knowledge incentives take the form of improved availability and quality of information. NHIN participants will have the advantage of being able to maintain and access individually owned information, but also access valuable de-identified information.

(George Grubbs, ggrubbs@rti.org)



	 Western NC RHIO response:

Federally guaranteed loans for capital investments or tax breaks.

(Susan Mims, susan.mims@buncombecounty.org)




Question #21

Are there statutory or regulatory requirements or prohibitions that might be perceived as barriers to the formation and operation of a NHIN, or to support it with critical functions? 

	Keane response:

Stark issues (stemming from federal guidelines governing the relationship with independent physicians) could be perceived as barriers.

(Glenn Fields, Glenn_S_Fields@keane.com)



	LabCorp response:

The Stark II interim final rule which became effective on July 26, 2004 provided a new exception for items or services of health information technology provided to enable physicians to participate in community-wide health information systems. That new exception needs clarification, and a similar exception or safe harbor is needed with respect to the anti-kickback statute and regulations. Without modification, the Stark and anti-kickback laws pose an obstacle to the formation and operation of a NHIN, and to supporting it with critical functions.

In addition, the HIPAA Privacy Rule is preempted by more stringent state privacy laws, and state privacy laws are inconsistent. A use or disclosure permissible in one state may be impermissible in another. Confusion and fear of liability will likely chill the flow of PHI over the NHIN for legitimate purposes. State security breach laws such as those in California, which force data providers to encrypt data at rest and in transit or risk the necessity of notifying millions of people if there is a potential security breach, would be given national application once the NHIN is in place, and result in inefficient data transmission and chill participation in the NHIN. The federal government and/or the entity governing the NHIN should regulate access to the NHIN so that those who are not covered by HIPAA, or who are not business associates of covered entities, do not have access. State governments need to conform their privacy and security laws to HIPAA to facilitate the NHIN.

In the laboratory context, the federal Clinical Laboratory Improvement Amendments of 1988 (“CLIA”) permit a clinical laboratory to disclose test results only to “authorized persons and, if applicable, the individual responsible for using the test results.” 42 C.F.R. § 493.1291(f).  Individual states are responsible for defining “authorized persons” under their laws and regulations governing clinical laboratories. Thus, in most instances, laboratories are prohibited from disclosing test result information except to a limited number of persons (usually only the physician that ordered the test). This is simply one example of the types of state laws that restrict the flow of information in order to protect patient privacy, and which could serve as a barrier to implementation of the NHIN.

(Donald Horton, hortond2@labcorp.com)



	Public Health Community response:

Stark II is a key limitation that, despite some progress, still needs clarification. Law/regulations might contribute to NHIN advancement by addressing how liability for actions pursuant to incorrect data shared across the network would be managed. Regulatory requirements to use some NHIN features may be needed (e.g., use of a public health module). 

(David Kirby, dave@kirbyIMC.com)



	Robeson County Medical Society & Lumberton Independent HIN response:

Stark laws will have to be modified. Documentation guidelines should also be revisited and updated with electronic medical records in mind.

(Ed Ermini, eermini@carolina.net)



	RTI International response:

It must meet all laws and regulations like HIPAA; and, it must be operated in a manner that is fair to all participants across-the-board. It must meet legal requirements to provide information needed in lawsuits, and it must meet national security requirements.

(George Grubbs, ggrubbs@rti.org)



	 Western NC RHIO response:

HIPAA, state laws, anti-trust, anti-kick back statute.

(Susan Mims, susan.mims@buncombecounty.org)




Question #22

How could proposed organizational mechanisms or approaches address statutory and regulatory requirements (e.g., data privacy and security, antitrust constraints and tax issues)?

	Keane response:

By laying down guidelines for what actions or activities pertain to breach of data privacy and security, antitrust and tax issues, and by formulating penal clauses for such breaches.

(Glenn Fields, Glenn_S_Fields@keane.com)



	LabCorp response:

Statutory and regulatory requirements can be addressed through various organizational mechanisms, including contractual provisions in business associate agreements, user agreements, and NHIN development agreements, as well as through membership and participation requirements set forth in the organizational documents, policies and procedures of the NHIN governing entity.

(Donald Horton, hortond2@labcorp.com)



	Public Health Community response:

Some broadly stated regulatory requirements might be deemed to have been met if the regulated party had met NHIN standards. This would encourage NHIN standards adoption as a way to demonstrate regulatory compliance (e.g., with HIPAA’s Security Rule). 

(David Kirby, dave@kirbyIMC.com)



	Robeson County Medical Society & Lumberton Independent HIN response:

The compliance with these regulations must be built into the computer systems. Physicians and providers will need to know that they will have compliance if they purchase or use a system.

(Ed Ermini, eermini@carolina.net)



	RTI International response:

The NHIN governing council and its supporting legal arm could identify statutory and regulatory requirements and see that they are met.

(George Grubbs, ggrubbs@rti.org)



	 Western NC RHIO response:

NHIN should bring all regulatory agencies together and develop a policy that trumps the others (department of justice, HHS, IRS). Make states comply by making it a requirement of their Medicaid program.

(Susan Mims, susan.mims@buncombecounty.org)




Other

Collaborative Team Response:

Major Design Principles/Elements of Technical Architecture

The main design principles revolve around the natural tension between security and access. The NHIN must allow for widespread participation and the rapid flow of information while also being a highly secure system that is trusted by the healthcare community, especially patients. As such, a successful NHIN implementation will most likely require carefully constructed rules, developed by the NHIN governing council, that help ensure a balance between the two objectives. We expect such rules would cite and/or incorporate existing standards when appropriate, and will address such issues as: who can access the NHIN, how access will be determined and conducted, how access will be monitored or audited, what types of transactions and messages will be allowed on the NHIN, what standards the transactions and messages will utilize, how archiving will be conducted, the responsibilities of a RHIO, should RHIOs be certified, etc.

The technical architecture should enable interoperability among local, regional and national healthcare entities. Using proven technologies, the NHIN should find, link, index, maintain and provide private and secure access to health records within and across sources to promote collaboration and provide the foundation for electronic health record initiatives of all types. As such, the foundation of the NHIN is that individuals can be correctly identified. 

Individual identities can be linked and managed via an Enterprise Master Person Index (EMPI) that is comprised of a number of identity hubs at the regional level that accommodate various healthcare organizational structures. Each hub links identities from multiple disparate HIS system sources. The hub receives all updates, adds and deletes from the source systems by tapping into the existing HL7 ADT transaction streams from the source systems. These identity hubs do not serve as a repository of health/medical information but rather as a portal that dynamically locates, retrieves and assembles the information from the source systems and provides it to a valid and authenticated requester.

Measures of Success

· An increasing number of entities accessing the NHIN accompanied by an increasing transaction volume. Both metrics should be segmented by stakeholder to ensure the NHIN appeals to the spectrum of the stakeholder community - providers, patients, payers, clearinghouses, identity hubs, etc. The provider category should be further segmented by hospital size, physician office size, urban, rural, etc.

· An improvement in key clinical quality indicators including better outcomes, reduction in the number of redundant tests, reduction in medical errors, etc.

· The NHIN can financially support itself in a market economy without government support.

· Protection for patient rights and privacy based on security tracking mechanisms such as the number of network intrusions, viruses, and DOS attacks, etc.

· NHIN performance should be evaluated based on standard metrics including the number of transactions, average size of transaction types, system downtime, system response time, etc.

· Lowered or controlled cost trends for national healthcare expenditures for Medicare, Medicaid and private health plans.

· Benchmarking against other industrialized nations.

· An increase in market demand. One method to measure this metric is the number of RFPs received by vendors requiring NHIN connectivity.

Question #23

Describe the major design principles/elements of a potential technical architecture for a NHIN. This description should be suitable for public discussion.


	The first model shown below is a two-tiered architecture option that reflects a base model typical of any Integrated Delivery Network EMPI deployment. The model is made of two tiers consisting of source systems (where identities are created) and a single identity hub (where identities are linked). This model would be typical of not only large integrated delivery networks, but also of community-based initiatives where local hospitals and other care delivery facilities might share patient identities for improved care. 


[image: image6]




Most large geographical areas of the country might find the three-tiered architectural option below better suited to fit the existing healthcare delivery structure of the region or, in this example, a state. In this model, groups of source systems (such as in a Regional Health Information Organization, IDN or Community) are linked into a regional hub, or index. There could be an unlimited number of regional hubs, and some of the hubs might be third-party EMPI products already in place. In this model, the source systems feed identities directly into a regional hub. The regional hubs then promote a regional ID and attribute setup to the state hub.


[image: image7]
This model allows more flexibility across large geographical areas where different platforms, clinical initiatives and identity management philosophies exist. For example, one region might be further along in the implementation of an EHR than others and might have invested in a regional EMPI to enable such an initiative. It does not make sense to abandon the investment made in the EMPI but rather use the EMPI to link the identities in the state hub. Another example might be where two regions have taken decidedly different paths in the EHR initiative; one promoting a portal strategy and the other a repository-type solution. (This is, in fact, the case in Calgary and Capital Health Edmonton in Alberta, Canada). Each solution might require different functionality from an identity hub and could have evolved quite independent of one another. Here again, investments made in these disparate strategies are not lost but leveraged in a three-tier model where the state hub can benefit from the linkage technology in both regional EMPIs.  

A third architecture option is really a combination of the two-tiered and three-tiered models. This hybrid model allows for regional hubs to pass identity information up to a state hub in addition to source systems directly feeding the state hub. 

Even in areas of the country where well-organized healthcare delivery organizations exist, there might be other patient data sources that are not affiliated with a given region, but rather are owned and maintained at an independent or even a state level. Data sources such as social services databases, military healthcare databases, existing state data registries, and pharmacy drug information systems, for example, are a few data source systems that would not be part of a single regional domain. Other types of sources might be the HIS systems that exist in rural areas of a state that are not connected to a regional hub. The hybrid model accommodates all types of patient data sources and links the patient identities across the entire greater region or (in this example) state.
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Hub to hub communication

At the state level, the identity hubs will have the capability to query and update each other in a federated manner. These capabilities are highly configurable to accommodate business policies governing such interactions established at the local or state levels. Communication across state hubs can be selectively activated on a state-by-state basis. Furthermore, the level of interaction between two hubs is highly configurable and can be unique to two hubs. Configuration settings will control searches and updates across hubs.

For example, two hubs can be configured to share identities for patients that have records in each hub. That is, the hubs do not have to be kept in sync - where all patient identities are shared. Rather, the hubs will query one another for patients and share the state -level IDs only for those patients that exist on both hubs. 
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If hubs are sharing identities as described above, they can also be configured to share updates to any number of demographic attributes. For example, if one state receives an update for a patient’s address, that update can be propagated to all (or specific) hubs where that person has a record. This would allow, in theory, a vacationing patient’s record update in California to update the patient’s record in her hometown in New York.

Another example of hub-to-hub interaction could be a search for a patient across states. The state hub can query other state hubs for potential candidates. If an identity from another hub is found, its composite view, consisting of a standard set of demographic attributes, can be used to create an identity automatically in the local source system where the search initiated.

With the identity hubs established as the state hubs across the U.S., identities can be linked, updated, searched and found nationally to support more accurate point of service interactions and to enable strategic regional, state and national healthcare initiatives such as the NHII initiative.

The federated manner in which the highest level identity hubs are deployed require that specific functionality be incorporated in the EMPI beyond that found in a traditional EMPI deployment in a large integrated delivery network. For example, it is entirely reasonable for states to deploy the EMPI infrastructure technology at their own pace. The ability to share information with other states must be completely configurable and must not rely upon another state’s EMPI functionality, or be relied upon by other states. The EMPI is therefore built to share information when two states (or other regions) agree to, and will be able to share with simple configuration settings defined in the identity hubs.

On a case-by-case basis, each region and state will be able to turn on and off, with each of the other regions, specific interoperability components such as searches (or polling), pushing out new information (records or updates), and receiving new information from other hubs. 

And since all regional and/or state EMPIs will not go “live,” or be ready to start sharing information at the same time, a batch function for one-time catch-up and sharing of identities will be built into the identity hubs. This creation of a "Day One" sync will be accomplished without downtime to the existing hubs and with little, if any, disruption to normal EMPI operations.

(Lorraine Fernandes, lfernandes@Initiatesystems.com)



	Keane response:

The NHIN could include state-of-the-art web technologies (XML/XHTML/Java etc.) on a client server platform. Stakeholders would use the NHIN portal to I/O data and information through secured access (https/ssl/firewalls/password protection). It could be a nationwide service, a collection of regional services or a set of tools that share common components. 

Interconnection tools such as mobile authentication, identification management, common web services architecture and security technologies would be needed. There is also a need for common networking and communication tools to unify access and security.

(Glenn Fields, Glenn_S_Fields@keane.com)



	LabCorp response:

The technical architecture of the NHIN must utilize the Internet. Both centralized and decentralized models for the technical architecture of the NHIN have benefits and drawbacks, and there are different obstacles to overcome with each model. Neither model is unacceptable, but one national model needs to be chosen. The decentralized model involves locally stored records, which can be accessed upon proper authorization through a network of networks connected over the Internet and linked by directories pointing to the sources of the records. The directory system would know where records are kept, but not what information the records contain. In the centralized model, participating entities contribute data to, and with proper authorization are allowed to retrieve data from, a centralized database. A decentralized model may provide more flexibility, but we do not want anyone having access to our data behind our firewall; a trusted, third party intermediary to handle queries on our behalf could address this concern. A single centralized database may be easier to manage and control, but poses privacy concerns. Some combination of centralized and decentralized models could also be adopted to achieve the benefits of both while minimizing their drawbacks (e.g., regional databases conforming to national standards connected through network directories). Whether the technical architecture is designed to “push” data or “pull” data should be determined in part by the purposes for which the NHIN is to be used. If it is to be used solely to assemble patient histories at the point of care before a laboratory test is ordered, a “pull” architecture is appropriate. If it is to be used to enable electronic laboratory test ordering and laboratory test result delivery to the ordering provider in real time, a “push” architecture will be needed to accommodate the ordering provider. 

(Donald Horton, hortond2@labcorp.com)



	Public Health Community response:

See responses to questions: “General”, 1, 2, 3, 7. 

(David Kirby, dave@kirbyIMC.com)



	Robeson County Medical Society & Lumberton Independent HIN response:

The principle of the NHII should be to allow better patient care by providing a way for providers to rapidly find out the details of a patient’s medical history instantly from anywhere. Patients must know that the doctor can find out things even they have forgotten.

(Ed Ermini, eermini@carolina.net)



	RTI International response:

See Figures 1, 2 and 3, and the accompanying descriptions of those figures in RTI’s response to question 1. 

The NHIN’s overarching goal should be to get the right information in the right format to the right person at the right time in the right way. This goal can be achieved by connecting all producers and consumers of health care information, enabling the interoperability of participating computer systems, enabling the access of physically distributed data as a virtual integrated database, establishing absolute security and reliability of information, providing a low cost to entry, and architecting the ability to absorb new technology in a graceful manner. 

The NHIN should have a services oriented architecture (SOA) that is supported by a number of sub-architectures covering communication (messaging, email, other), security (authorization, authentication, encryption, digital signatures), performance (sizing, load balancing, service level guarantees), and software (system and application software architectures). Software should be designed in a way that insulates the system from technological change. That is usually accomplished with a layered, component architecture using a “separation-of-concerns” design. 

(George Grubbs, ggrubbs@rti.org)



	Smart and Associates response:

Security – A proven, simple, individualized, and low-tech intervention, security solution must be established. If the solution is lacking in one of the key requirements it will either not pass public scrutiny or it will exclude (due to complexity) a sufficient portion of the population.

Public Sentiment Change – Depends on the first item above and the compelling case regarding the benefits opting into the solutions.

Proper Accessibility – While the EHR will likely not be required on an “on-demand” basis, providing timely data at the point-of-care could make a dramatic improvement in trauma/emergency care.

Data Assurance – EHR Data repository, management, or clearinghouse organizations must be able to provide a level of data assurance similar to brokerages or flight reservation systems. It must be 24/7, redundant, disaster proof, and recoverable – in addition to the security required for public protection and sentiment change.

Standards Control – Data will be corrupted and become unusable over time if EHR standards (specifically meta-data) are not strictly controlled by one governing body

(Gail Hinte, ghinte@smartllp.com)



	UNC-Chapel Hill School of Public Health response:

The issue of data standards in quality improvement in health care delivery is an unexamined area worthy of discussion. In its report, Crossing the Quality Chasm, the Institute of Medicine (IOM) identified problems in the system of health care delivery as the major impediment to quality health care for all Americans. Many of the issues raised in the report relate to the lack of standards in understanding and using data for process improvement in the delivery of health care. Standards for electronic medical records that are transportable and secure can assist in the common issues of medical diagnosis and treatment, but advances in clinical effectiveness should also consider the system of care delivery that can be measured, analyzed and improved upon in a continuous cycle. Standards for data to report clinical processes can benchmark quality in a context of continuing improvement. 

(David Potenziani, dpotenzi@email.unc.edu)




Question #24

How could success be measured in achieving an interoperable health information infrastructure for the public sector, private sector and health care community or region?

	Keane response:

The scope of healthcare stakeholder enrollment and the degree of utilization are measures of success. The number of transactions, amount of data exchanged, etc. are tangible measures.

(Glenn Fields, Glenn_S_Fields@keane.com)



	LabCorp response:

We will know when we have successfully implemented the standards, architecture and infrastructure needed to operate the NHIN when feedback from outreach programs and solicitations from groups such as the AMA, AHA and ACLA indicate broad adoption, readiness and compliance and when pilot testing has proved that the NHIN will function in the manner intended. Success will ultimately have been achieved when patient care is improved by the ability to access and store data from multiple entities across care settings for the same patient at the point of care. The specific appropriate milestones of successful progress with respect to standards, architecture and infrastructure can only be established once the overall plan for the NHIN has been developed; however, in general the milestones would be completion of analysis, design, building, testing and deploying the NHIN. 

With respect to financial considerations, we will have successfully addressed the financial needs for development and operation of the NHIN when the NHIN has proven to operate successfully without financial burden on those to whom its economic benefits do not accrue. Financial milestones can only be determined once the overall NHIN plan has been developed. 

With respect to privacy and security, public acceptance of the NHIN and the relative absence of security breaches would be the biggest success metrics. 

Successful governance of the NHIN will be characterized by both a representative process that is seen as equitable by all stakeholders and results that achieve the ultimate goals of the NHIN – patient safety, improved healthcare quality and reduced healthcare costs. Good governance should also be measured by the extent to which secure, authorized access to the NHIN is achieved. A good governance process will result in an allocation of risk that is acceptable to all stakeholders, as well as relative ease of implementation of changes. Certification or accreditation of RHIOs, EHR vendors and NHIN participants should be included as milestones.

(Donald Horton, hortond2@labcorp.com)



	Medical Review of North Carolina response:

The responsibility of measurement could be assigned to the Regional Health Information Organization (RHIO). Similar to the system utilized with the Quality Improvement Organizations, each RHIO would be responsible for its own methodology in measuring success. However, all RHIOs would be held to a common expectation, thus allowing the system to be standardized nationally and yet heterogeneous enough to encompass the local considerations of the different regions. The goals for achieving an interoperable infrastructure should be set with considerations of being realistic and attainable as well as bold and challenging to move the infrastructure forward. The expectations of the growth, usability and dependability of the infrastructure would be measured by utilizing evidence-based guidelines that are measurable and modifiable to allow incremental growth and success. 

(Ann Lefebvre, alefebvre@ncqio.sdps.org)



	Public Health Community response:

Start with the overarching NHIN goal of improving health. Measure this directly and through proxies. For example, measure the extent to which the adoption of EHRs results in a higher percentage of recommended care. Go further to measure whether ED episodes for asthma attacks goes down as more people get more of the recommended care promoted through EHRs and pay-for-performance plans that depend on EHRs. 

Consider using the public health community to focus on measuring these changes.  

(David Kirby, dave@kirbyIMC.com)



	Robeson County Medical Society & Lumberton Independent HIN response:

Success will be measured by the number of providers and patients who enroll in the system. There is a critical mass of enrollees that will be required to attract the outliers into the system. As more people enroll and the system is used, refinements will undoubtedly occur.

(Ed Ermini, eermini@carolina.net)



	RTI International response:

Success could be measured by the extent to which the health care community makes use of the NHIN, that is, the NHIN participation level over time. Cost-savings to various constituencies, including the federal government, resulting from efficient and accurate communication and information exchanges, and the improved health of patients of NHIN-participating health care providers, and the resulting concomitant cost savings, are two other measures. 

(George Grubbs, ggrubbs@rti.org)




Organizations that Submitted Responses Above

Initiate Systems, Inc. enables quality-of-care and interoperability initiatives among local, regional and national healthcare entities. Our proven Initiate Identity Hub(tm) software - the leading Enterprise Master Person Index (EMPI) technology - finds, links, indexes, maintains and provides secure access to patient records within and across disparate sources to promote collaboration and provide the foundation for electronic health records. Initiate Systems has been recognized by KLAS Enterprises as the leading vendor for the KLAS market segment EMPI for 2001, 2002, 2003 and 2004. For more information, please visit www.initiatesystems.com.

Internet2 is a consortium being led by 207 universities working in partnership with industry and government to develop and deploy advanced network applications and technologies, accelerating the creation of tomorrow’s Internet. Internet2 is recreating the partnership among academia, industry and government that fostered today's Internet in its infancy. The primary goals of Internet2 are to: 1) Create a leading edge network capability for the national research community 2) Enable revolutionary

Internet applications 3) Ensure the rapid transfer of new network services and applications to the broader Internet community. For more information, visit www.internet2.edu.

Keane, Inc. works with leading healthcare institutions to enhance patient care, comply with government regulations, improve IT performance, and reduce costs. Backed by the skills and experience of our national healthcare practice, Keane provides a total solution – that spans healthcare software, HIPAA compliance management, and IT services such as application outsourcing and application development and integration. Keane offers innovative software and services for hospitals, IDNs, long-term care facilities, and medical group practices. Utilizing the latest browser-based technologies, Keane’s applications help healthcare organizations increase efficiency, reduce medical errors, meet regulatory requirements, and enhance revenue cycle management. Keane develops long-term client relationships through an unwavering commitment to customer satisfaction. Keane delivers its services with world-class processes, management disciplines, and performance metrics via an integrated network of branch offices. For more information, visit www.keane.com.

Laboratory Corporation of America® Holdings (LabCorp) is a pioneer in commercializing new diagnostic technologies and the first in its industry to embrace genomic testing. With annual revenues of $2.9 billion in 2003, approximately 23,000 employees nationwide, and more than 220,000 clients, LabCorp offers over 4,400 clinical assays ranging from blood analyses to HIV and genomic testing. LabCorp clients include physicians, government agencies, managed care organizations, hospitals, clinical labs, and pharmaceutical companies. To learn more about our growing organization, visit our web site at: www.LabCorp.com.

Medical Review of North Carolina (MRNC) is a nonprofit, physician-sponsored healthcare consulting firm and the Medicare Quality Improvement Organization (QIO) for North Carolina. We have a highly qualified staff of physicians, nurses, epidemiologists, biostatisticians, health information management and administrative personnel. We support hospitals, physician offices, nursing homes, home health agencies, government agencies and others throughout the state in the pursuit of healthcare excellence. For more information, please visit www.mrnc.org.

The North Carolina Health Information Management Association (NCHIMA) represents more than 1,400 committed health information professionals who are employed in such roles as HIM Directors, information analysts, quality management analysts, coders, risk managers, compliance officers, consultants, educators and technicians. The Association is organized to provide member services, such as continuing education and communication. NCHIMA also works to educate the public about the nature of our profession, and to advise the public on important issues such as health information and privacy. For more information, visit www.nchima.org.

The Robeson County Medical Society (RCMS) is the local affiliate of the North Carolina Medical Society and A.M.A. in Robeson County. It is comprised of physicians and providers from Lumberton, Pembroke, and Red Springs, North Carolina. Membership consists of approximately 100 active and retired individuals. The Lumberton Independent Health Information Network is a service to local physicians stemming from the RCMS. Our society has recognized the importance of the NHIN and is working to promote the implementation of electronic medical record systems in our community, with the hope of participating in future regional and national systems.
RTI International is a nonprofit research firm based in Research Triangle Park, North Carolina with offices worldwide. RTI has over 2,400 employees and offers innovative research and development and a full spectrum of multi-disciplinary services worldwide in health and pharmaceuticals, advanced technology, surveys and statistics, education and training, economic and social development and the environment. Please visit our website at www.rti.org.

Siemens Medical Solutions of Siemens AG (NYSE: SI) with headquarters in Malvern, Pennsylvania and Erlangen, Germany, is one of the largest suppliers to the healthcare industry in the world. The company is known for bringing together innovative medical technologies, healthcare information systems, management consulting and support services, to help customers achieve tangible, sustainable, clinical and financial outcomes. Employing approximately 31,000 people worldwide and operating in more than 120 countries, Siemens Medical Solutions reported sales of 7.07 billion EUR, orders of 8.12 billion EUR and group profit of 1.05 billion EUR for fiscal 2004 (preliminary figures). More information can be obtained by visiting http://www.usa.siemens.com/medical-pressroom.

Smart and Associates, LLP is a business advisory and accounting firm - a diverse team of professionals who provide comprehensive, practical advice and answers in business, IT, management advisory and financial planning services, as well as accounting, tax and compliance services. For more information, visit www.smartassociates.com/index.html.

Telumenous is an information technology (IT) consulting firm dedicated to improving the usefulness and cost efficiency of voice, data, Internet, security and video services for business clients. We serve both public and private sector clients who are looking to gain greater utility from their networking services and struggling to control the cost of those services. Our focus is our clients’ bottom lines – to make telecommunications a source of profitability for a business rather than a necessary expense. For more information, visit www.telumenous.com.

The University of North Carolina at Chapel Hill School of Public Health was established in 1940 as the fourth school of public health in the U.S. and the first at a state university. The School offers programs in seven academic departments: Biostatistics, Environmental Sciences and Engineering, Epidemiology, Health Behavior and Health Education, Health Policy and Administration, Maternal and Child Health and Nutrition. Ranking first among schools of public health at public universities by U.S. News & World Report (2003), the School has 1,543 students in on-campus and off-campus programs and 201 full-time faculty. For more information, visit www.sph.unc.edu.

The Western NC RHIO is a consortium of health care providers serving the region. The group includes representatives from hospitals, health departments, physician practices, medical societies, Medicaid Access programs and rural health clinics. The group was formed to develop a regional approach to shared patient medical information. Members of the group include: Susan Mims, Buncombe County Health Center Medical Director; Gary Bowers, WNC Health Network Executive Director; Chris Collins, Medicaid Access II Executive Director; Tommy Williams, Mission Hospitals Director of Computer Services; Dr. Steve Crane, Physician; and Linda Kinney, Buncombe County Medical Society Operations Manager.

January 5 & 6, 2005 Workshop Participants

Holt Anderson

Executive Director

NCHICA

Gary Bowers

Executive Director

Western NC Health Network

Sarah Brooks, MPA, RHIA

Manager, HIPAA Office and Statewide HIPAA Team

NC Department of Health and Human Services

Jack Buchanan, MSEE, MD

University of Tennessee Health Science Center, Memphis

Chair, Internet2 Medical Middleware Working Group

Interim Chair, Internet2 Health Science Advisory Group

Craig Chapman

Principal

Telumenous

Janis Curtis

Senior Associate Chief Information Officer

Duke University Health System
Doug Ens

Senior Editor

Physicians EHR

Edward Ermini, MD, FACS

President 

Robeson County Medical Society

Lorraine Fernandes

Senior VP, Healthcare Practice

Initiate Systems, Inc.

Glenn Fields

HIPAA & Healthcare Executive
National Healthcare Vertical Solutions Team
Keane, Inc.
Suzanne Gack

Product Manager

Siemens Medical Solutions 

George Grubbs

Sr. Systems and Data Warehousing Architect

RTI International

Gail Hinte

National Director, Healthcare

Smart and Associates, LLP

David Hopp, PhD

Manager, Clinical Trials IT

Cato Research Ltd.

Donald E. Horton, Jr.

Director, Public Policy & Advocacy

Laboratory Corporation of America Holdings

Laura Ksycewski

Communications Coordinator

NCHICA

Ann Lefebvre, MSW

Senior Associate, Project Management 

Medical Review of North Carolina

David Murray

Product Manager

Siemens Medical Solutions

Catherine Platt

Healthcare Account Executive

Initiate Systems, Inc.

David D. Potenziani, PhD

Director of Instructional and Information Systems

UNC School of Public Health

Michele Reynolds, CHP

Principal Member

Epic rd Consulting, LLC

Robert Seehausen, Jr.

Senior VP, Business Development and Sales

Novant Health

Jerome L. Stracke, FACHE

President & CEO

Visantis Healthcare Solutions
� NSP: NHIN Service Provider – a private sector ASP (Application Service Provider) for health care informatics.


2 PHIN: Public Health Information Network (CDC).





Draft 1/19/2005
Page 112 of 113
NCHICA NHIN RFI Response 1/19/2005
Page 113 of 114

[image: image1.png]NCHICH

North Carolina Healthcare Information
and Communications Alliance, Inc.



[image: image10.png]Identity Hub Deployment Option
Example: Three tier model

Electronic
3 Master
Party M| Person
EMPLAJ/ Index
(EMPI)

Regional
Identity Hub
ps

Regional
Identity Hub
ps

Source1 Source2 Source, Source1 Source2 Source,



[image: image11.png]National View Architecture Model
Example: From within the Provincial Hubs

» State or Regional Hubs with Peer-to-Peer
communications for sharing and retrieving patient
identities

Source 1

Source 2 Source ,



[image: image12.png]Identity Hub Deployment Option
Example: Hybrid model

State
Identify Hub

Electronic
Master
Person
Index
(EMPI)

- Source 1 Source ,
Regional

Identity Hub
ps

Regional
Identity Hub
+

Source1 Source2  Source, Source1 Source2  Source,



[image: image13.png]Identity Hub Deployment Option
Example: Two tier model

Regional
Identity Hub

Source 1 Source 2 Source |




_1166592281.vsd
National Health Information Network


RHIO


Other Networks: ex: PHIN


eHealthNet


Goals:
1. Total connectivity
2. Distributed, certified data
3. Absolute reliability
4. Absolute security
5. Low cost barrier to entry
6. Insulate from technology changes
7. Graceful and low-cost expansion


Data


Computer


Computer


Data


Computer


Computer


Computer


Data


Computer


Participants:
1. Providers
2. Regulators
3. Payers.
4. Patients; public.
5. Researchers.
6. Suppliers; vendors.


Computer


Metadata


NHIN


Connector


NSP


NHIN Infrastructure (Message Bus)
HL7 messaging over Secure Internet


Other Networks: ex: PHIN


Data


Computer


Computer



NSP Computer


Computer


NSP Managed
Data


Data


Computer


Physician
All data maintained on NSP computer


Physician
Data on Physician’s computer and also uploaded to NSP computer.


Computer


Public Health, 
Research


WiFi PDA


Computer


Data


Computer


Integration Server(s)


Metadata


NHIN


Intelligent connector


1


1


2


Security Server(s)


Authentication Authorization


RHIO


Incoming Messages


Outgoing Messages


NHIN Interface


Standard Connector Local Interface


Connector-Local System Interface


Incoming data


Outgoing data


Local System Software/Data


NHIN Infrastructure


One, two or more computers.


Connector


Incoming Messages


Outgoing Messages


NHIN Interface


Electronic Health Record Application 
with NHIN Connector functionality built-in


NHIN Infrastructure


NHIN-ready Electronic Health Record Application


Robert J. Smith
5909 Wedgewood Dr.
Charlotte, NC 28212
Male
Birth date: 1/14/38
Drug allergies: penicilln.


Robert J. Smith, Jr.
5909 Wedgewood Dr.
Charlotte, NC 28212
Male
Birth date: 1/14/64
Drug allergies: none listed.


Bob Smith
5909 Wedgwood Dr.
Charlotte, NC 28221
Male
Birth date: 1/14/64
Drug allergies: none listed.


James Smith
5809 Wedgwood Dr.
Charlotte, SC 28212
Male
Birth date: 1/14/46
Drug allergies: sulfa.


CVS
Robert Smith
5909 Wedgewood Dr.
Charlotte, NC 28212
sulfadiazine


Query NHIN for medical history of Robert J. Smith, Jr.
5909 Wedgewood Dr.
Charlotte, NC 28212
1/14/64.  Unfortunately a “sulfa” drug was prescribed for the patient and he took it and died.


NHIN


Probabilistic Patient Identification
“Getting Close” only counts in Horseshoes and Hand Grenades


Robert J. Smith, Jr. decides to go by “Bob”, then decides on “James.” “typo” errors made in address and birth year. This computer is down at the time of inquiry.



_1166592325.vsd
National Health Information Network


RHIO


Other Networks: ex: PHIN


eHealthNet


Goals:
1. Total connectivity
2. Distributed, certified data
3. Absolute reliability
4. Absolute security
5. Low cost barrier to entry
6. Insulate from technology changes
7. Graceful and low-cost expansion


Data


Computer


Computer


Data


Computer


Computer


Computer


Data


Computer


Participants:
1. Providers
2. Regulators
3. Payers.
4. Patients; public.
5. Researchers.
6. Suppliers; vendors.


Computer


Metadata


NHIN


Connector


NSP


NHIN Infrastructure (Message Bus)
HL7 messaging over Secure Internet


Other Networks: ex: PHIN


Data


Computer


Computer



NSP Computer


Computer


NSP Managed
Data


Data


Computer


Physician
All data maintained on NSP computer


Physician
Data on Physician’s computer and also uploaded to NSP computer.


Computer


Public Health, 
Research


WiFi PDA


Computer


Data


Computer


Integration Server(s)


Metadata


NHIN


Intelligent connector


1


1


2


Security Server(s)


Authentication Authorization


RHIO


Incoming Messages


Outgoing Messages


NHIN Interface


Standard Connector Local Interface


Connector-Local System Interface


Incoming data


Outgoing data


Local System Software/Data


NHIN Infrastructure


One, two or more computers.


Connector


Incoming Messages


Outgoing Messages


NHIN Interface


Electronic Health Record Application 
with NHIN Connector functionality built-in


NHIN Infrastructure


NHIN-ready Electronic Health Record Application


Robert J. Smith
5909 Wedgewood Dr.
Charlotte, NC 28212
Male
Birth date: 1/14/38
Drug allergies: penicilln.


Robert J. Smith, Jr.
5909 Wedgewood Dr.
Charlotte, NC 28212
Male
Birth date: 1/14/64
Drug allergies: none listed.


Bob Smith
5909 Wedgwood Dr.
Charlotte, NC 28221
Male
Birth date: 1/14/64
Drug allergies: none listed.


James Smith
5809 Wedgwood Dr.
Charlotte, SC 28212
Male
Birth date: 1/14/46
Drug allergies: sulfa.


CVS
Robert Smith
5909 Wedgewood Dr.
Charlotte, NC 28212
sulfadiazine


Query NHIN for medical history of Robert J. Smith, Jr.
5909 Wedgewood Dr.
Charlotte, NC 28212
1/14/64.  Unfortunately a “sulfa” drug was prescribed for the patient and he took it and died.


NHIN


Probabilistic Patient Identification
“Getting Close” only counts in Horseshoes and Hand Grenades


Robert J. Smith, Jr. decides to go by “Bob”, then decides on “James.” “typo” errors made in address and birth year. This computer is down at the time of inquiry.



_1166592149.vsd
National Health Information Network


RHIO


Other Networks: ex: PHIN


eHealthNet


Goals:
1. Total connectivity
2. Distributed, certified data
3. Absolute reliability
4. Absolute security
5. Low cost barrier to entry
6. Insulate from technology changes
7. Graceful and low-cost expansion


Data


Computer


Computer


Data


Computer


Computer


Computer


Data


Computer


Participants:
1. Providers
2. Regulators
3. Payers.
4. Patients; public.
5. Researchers.
6. Suppliers; vendors.


Computer


Metadata


NHIN


Connector


NSP


NHIN Infrastructure (Message Bus)
HL7 messaging over Secure Internet


Other Networks: ex: PHIN


Data


Computer


Computer



NSP Computer


Computer


NSP Managed
Data


Data


Computer


Physician
All data maintained on NSP computer


Physician
Data on Physician’s computer and also uploaded to NSP computer.


Computer


Public Health, 
Research


WiFi PDA


Computer


Data


Computer


Integration Server(s)


Metadata


NHIN


Intelligent connector


1


1


2


Security Server(s)


Authentication Authorization


RHIO


Incoming Messages


Outgoing Messages


NHIN Interface


Standard Connector Local Interface


Connector-Local System Interface


Incoming data


Outgoing data


Local System Software/Data


NHIN Infrastructure


One, two or more computers.


Connector


Incoming Messages


Outgoing Messages


NHIN Interface


Electronic Health Record Application 
with NHIN Connector functionality built-in


NHIN Infrastructure


NHIN-ready Electronic Health Record Application


Robert J. Smith
5909 Wedgewood Dr.
Charlotte, NC 28212
Male
Birth date: 1/14/38
Drug allergies: penicilln.


Robert J. Smith, Jr.
5909 Wedgewood Dr.
Charlotte, NC 28212
Male
Birth date: 1/14/64
Drug allergies: none listed.


Bob Smith
5909 Wedgwood Dr.
Charlotte, NC 28221
Male
Birth date: 1/14/64
Drug allergies: none listed.


James Smith
5809 Wedgwood Dr.
Charlotte, SC 28212
Male
Birth date: 1/14/46
Drug allergies: sulfa.


CVS
Robert Smith
5909 Wedgewood Dr.
Charlotte, NC 28212
sulfadiazine


Query NHIN for medical history of Robert J. Smith, Jr.
5909 Wedgewood Dr.
Charlotte, NC 28212
1/14/64.  Unfortunately a “sulfa” drug was prescribed for the patient and he took it and died.


NHIN


Probabilistic Patient Identification
“Getting Close” only counts in Horseshoes and Hand Grenades


Robert J. Smith, Jr. decides to go by “Bob”, then decides on “James.” “typo” errors made in address and birth year. This computer is down at the time of inquiry.



